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Abstract—Understanding the vulnerability of virtual reality
(VR) is crucial for protecting sensitive data and building user
trust in VR ecosystems. Previous attacks have demonstrated
the feasibility of inferring VR keystrokes inside head-mounted
displays (HMDs) by recording side-channel signals generated
during user-HMD interactions. However, these attacks are heavily
constrained by the physical layout or victim pose in the attack
scenario since the recording device must be strictly positioned and
oriented in a particular way with respect to the victim. In this
paper, we unveil a placement-flexible keystroke inference attack in
VR by eavesdropping the clicking sounds of the moving hand con-
troller during keystrokes. The malicious recording smartphone
can be placed anywhere surrounding the victim, making the
attack more flexible and practical to deploy in VR environments.
As the first acoustic attack in VR, our system, Heimdall,
overcomes unique challenges unaddressed by previous acoustic
attacks on physical keyboards and touchscreens. These challenges
include differentiating sounds in a 3D space, adaptive mapping
between keystroke sound and key in varying recording placement,
and handling occasional hand rotations. Experiments with 30 par-
ticipants show that Heimdall achieves key inference accuracy
of 96.51% and top-5 accuracy of 85.14%–91.22% for inferring
passwords with 4–8 characters. Heimdall is also robust under
various practical impacts such as smartphone-user placement,
attack environments, hardware models, and victim conditions.

I. INTRODUCTION

Virtual reality (VR) is a highly promising computing
platform with 171 million users [8]. It has enabled diverse
applications, including gaming, healthcare, and training. How-
ever, due to its collection and storage of extensive personal
data, VR poses unique privacy challenges. Leaks of biometrics,
passwords, credit cards, or intimate behavioral data can result
in identity theft and unauthorized access. Therefore, it is
crucial to devise new measures to safeguard VR data.

Most of the existing approaches to protecting VR data fo-
cus on knowledge- or biometrics-based authentication schemes
[17], [29], [47], [36]. These schemes aim to prevent unau-
thorized access to VR data when an attacker physically pos-
sesses the VR head-mounted display (HMD). The underlying
assumption is that by securing the HMD, VR data will also
be protected. However, recent studies have shown that the
interaction between a user and an HMD creates various side
channels that are completely exposed to the public. Attackers

can record these side channel signals and exploit their subtle
relationship with VR keystrokes to infer sensitive input, even
without physical possession of the HMD. For example, by
analyzing video recordings of a user [31], [40], [69] or vari-
ations in surrounding wireless signals [1] during a VR input
session, attackers have successfully inferred keystrokes inside
the HMD. Notably, the threat posed by these recording-based
side channel attacks is significantly higher in VR environments
than in traditional desktop or mobile environments due to
the blocking of users’ real-world visuals by HMDs and the
decrease in situational awareness [20].

While these initial attacks demonstrate the feasibility of
recording user-HMD interactions and inferring VR keystrokes,
they are hindered by practical limitations. All these attacks
are heavily constrained by the physical layout or victim pose
in the attack scenario because the recording devices must be
placed in a certain orientation and position with respect to the
victim. For instance, in the video-based attack [31], [40], [69],
a camera must be positioned directly in front of the victim to
capture finger clicking and controller moving comprehensively,
i.e., the camera must always maintain line-of-sight views of
the controller. If the camera is shifted to a side position and
the finger or controller becomes obscured, even partially, by
body movement, the attack would fail. Similarly, the wireless
signal based attack [1] requires the deliberate placement of
a transmitter and a receiver such that the victim lies within
a direct well-aligned link between the two malicious devices.
Hence, users can effectively counter these placement-sensitive
attacks by positioning themselves in a secure layout, such as
sitting in a corner.

In this paper, we expose a placement-flexible VR keystroke
inference attack named Heimdall, which leverages a novel
side channel created by the acoustic emanation from the hand-
held VR controller during user-VR interactions. Heimdall
targets the single hand controller that is universally supported
across VR HMDs from Samsung, Google, HTC, and Oculus
[57], [22], [24], [42]. When a user navigates through the
virtual keyboard by moving the controller and commits a
keystroke by clicking the controller, a distinct clicking sound
is emitted and recorded by a nearby malicious smartphone.
By analyzing the spatial relationship between the moving con-
troller and the fixed smartphone, the sound of each keystroke
can be uniquely defined and used to infer the corresponding
key entered inside the HMD. Since the clicking sound can
be recorded anywhere surrounding the victim, the malicious
smartphone can be placed in any position and orientation
without strict requirements. This includes non-line-of-sight
scenarios where the smartphone has partial or no visibility of
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the controller, e.g., behind the victim. Consequently, Heimdall
is more flexible with the layout or furniture near the victim and
the victim’s poses, offering attackers more options in choosing
when, where, and how they record the keystroke sounds and
posing greater threats in practice.

Challenges and Approaches. Although previous studies have
analyzed acoustic emanations from physical keyboards and
smartphone touchscreens to infer keystrokes [32], [72], [73],
[34], [13], no research has exploited the acoustic side channels
of VR devices that present a distinct interaction modality.
Therefore, realizing Heimdall requires overcoming new
challenges. First, when analyzing keystrokes on physical key-
boards, the time difference of arrival of keystroke sounds can
be recorded by omnidirectional microphones on the same 2D
surface to differentiate them [73], [32]. However, keystroke
sounds of the VR controller can come from anywhere in 3D
space, so the omnidirectional signal and its phase are no longer
sufficient to differentiate keystroke sounds in VR. To solve
this problem, we propose a directional acoustic signal acqui-
sition framework. We use porous plastic tubes to convert the
omnidirectional microphones on a smartphone to directional
microphones, allowing VR keystroke sounds from different 3D
positions to create directional signals with uniquely-distorted
phases and magnitudes for differentiation, similar to how 3D
sounds are perceived by human ears via ear canals.

Second, unlike traditional acoustic keystroke attacks that
place microphones on or next to the victim device and assume
a minimal impact of placement position and orientation [32],
[72], the relative position and orientation between the user and
the microphones in VR can vary significantly in different attack
scenarios. While we can record a directional keystroke sound
and map its distinct direction-of-arrival (DOA) to the respec-
tive key in a given microphone-user placement, the same key’s
keystroke sound and DOA will change in a new placement. To
overcome this challenge, we propose an adaptive DOA-Key
mapping scheme that adjusts the DOA-Key mapping obtained
in a baseline placement to the actual placement in the attack.
The scheme iteratively applies translation and rotation to the
DOAs in a baseline mapping until a subset of them matches
the DOAs of victim keystroke sounds in the attack, thereby uti-
lizing the updated DOA-Key mapping for keystroke inference.

Third, compared with traditional devices where a keystroke
sound is emitted from the key that is pressed, VR systems
generate monotonous keystroke sounds from a single handheld
controller. As a VR user may navigate the virtual keyboard by
rotating their wrist without significant hand movements, the
acoustic signals with the same DOA can introduce different
keystrokes. To remedy this issue, we devise an inter-key
relation-based calibration model that corrects mapping errors
caused by the mismatch between rotated hands and unchanged
DOAs. The rationale is that while the sound source locations
of two VR keystrokes may be close, the time interval and
controller moving direction between the two keystrokes are
distinct depending on the distance between the virtual keys.
We accordingly generate a list of VR keystroke candidates to
improve the attack performance.

Evaluations. We validate the inference accuracy and ro-
bustness of Heimdall through extensive evaluations of 30
participants using 45 passwords, three types of VR HMDs, and

Fig. 1: The virtual keyboard, controller, and smartphone in a
keystroke session.

two types of smartphones. The results show that Heimdall
reaches key inference accuracy of 96.51%. When hacking
a password with 4–8 characters, Heimdall can derive the
exact password in five attempts with accuracy from 85.14% to
91.22%. The robustness study demonstrates that Heimdall
maintains a satisfactory performance under various practical
impacts such as smartphone-user placement, attack environ-
ments, hardware models, and victim conditions.

Ethical Considerations. All experiments involving human
subjects in this study have been approved by the IRB. We
have only used Heimdall to perform attacks on the datasets
described in this paper. Heimdall has never been used in
other ways or released to other parties.

Contributions. The contributions of this paper include

• A directional acoustic signal acquisition framework
that records differentiable VR keystroke sounds in 3D
space via customized phone microphones (§V).

• An adaptive DOA-Key mapping scheme that adapts
DOAs of keystroke sounds in the baseline placement
to the attack case for keystroke inference (§VI).

• An inter-key relation-based calibration model to cor-
rect mapping errors caused by the mismatch between
rotated hands and unchanged DOAs (§VII).

• An extensive evaluation of inference accuracy and its
robustness under practical scenarios (§VIII and §IX).

II. BACKGROUND AND CHALLENGES

A. User Behavior during VR Keystroke

As illustrated in Figure 1, VR devices employ a controller-
based keystroke method. When keystrokes are needed, a virtual
“QWERTY” keyboard is rendered in front of a user inside
the HMD. During a sensitive keystroke session, the user
continuously enters a sequence of keys using this keyboard,
e.g., a password or an answer to a security question. The user
stays at the same physical location and moves the controller
around to complete the keystrokes. The VR operating system
(OS) tracks the controller’s position. When the controller is
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Fig. 2: The controller positions differ between keys, but cluster
across users.

aimed at the target virtual key, the user clicks the con�rm
button on the controller and commits a keystroke.

Throughout this process, the user may slightly move her
head and body for navigation, but it should be emphasized
that the virtual keyboard remains �xed in front of the user,
regardless of these movements. The VR OS only re-renders
the virtual keyboard under large-scale movements when the
original keyboard is completely out of the user's view, e.g., the
user rotating her body 90� to the right or walking around the
room. Although such movements are possible while exploring
a VR App, they rarely occur in a sensitive keystroke session.
In fact, a stationary position can reduce motion sickness while
focusing on an object [59]. In this paper, we focus on a typical
session without irregular behavior that commits a keystroke
and then moves around to switch the view of the keyboard for
subsequent keystrokes.

B. Correlation Between Key and Sound

The acoustic signal emitted from the controller upon a
keystroke is correlated to the respective key entered in VR.
As shown in Figure 1, when the user navigates the cursor
through the virtual keyboard, the controller moves up/down
and left/right in a plane approximately parallel to the keyboard.
Given the malicious smartphone �xed in the 3D space and
the origin point set at the center of the smartphone, keystroke
sounds generated at different azimuths and altitudes can be
recorded and associated with respective keys.

Moreover, the correlations between keystroke sounds and
respective keys are similar across users [41], [47]. Under a
recording placement with a given relative position and orien-
tation between smartphone and user, different users generate
similar keystroke sounds when committing the same key. This
is because VR OS synchronizes the VR cursor movement with
the controller movement. To move from one key to the other
with a �xed distance on the virtual keyboard, different users
need to move their hands with the same distance in the physical
world. Thus keystroke sounds of the same key from different
users are generated at similar 3D positions. Therefore, if the
smartphone-user placement is consistent, attackers can pre-
collect keystroke sounds of all target keys as a baseline and
utilize this baseline mapping to infer the victim's keystrokes.

(a) Left channel – user #1 (b) Left channel – user #2

(c) Right channel – user #1 (d) Right channel – user #2

Fig. 3: VR keystroke sounds are distinct for keys “M” and
“P”, but remain consistent between two users.

Our study with 30 users validated the correlation between a
keystroke sound and its respective key as well as the cross-user
similarity of this correlation. Figure 2 depicts the controller
3D positions of 30 users (one circle per user) while typing
26 English letters and 10 digits (one color per key). We
observe that the controller position is constrained to a small
area for each key, incurring the unique keystroke sound. The
positions of different users are closely clustered, as veri�ed
by a Silhouette Score of 0.64 via the K-means analysis (with
a score of 1.0 indicating all samples are within their clusters)
[52]. While nearby keys might share similar sound sources, the
keystroke sound can be mapped to the closest cluster to iden-
tify the most probable key. Figure 3 further exempli�es two
keystroke sounds “M” and “P” typed by two users, including
the acoustic signals of both left and right channels recorded by
the proposed directional microphones (§V). We observe that
different keystroke sounds demonstrate distinguishable shapes,
whereas the shapes of the acoustic signals from the same
keystroke are consistent between different users.

C. Challenges

While the principle mentioned above is straightforward,
there are practical challenges that hinder the realization of
the attack. First, modern smartphones are only equipped with
omnidirectional microphones and cannot record the differen-
tiable directional signals illustrated in Figure 3. Second, the
smartphone-user placement in the attack may be different from
the placement when attackers pre-collect keystroke sounds,
invalidating the mapping between a keystroke sound and a
key. Third, sometimes different keystrokes may be generated
at similar controller positions (overlapping clusters in Figure 2)
because user hand rotation may lead to insigni�cant hand
translation movement, causing mapping errors. In this paper,
we strive to overcome these challenges.
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Fig. 4: The architecture ofHeimdall .

(a) Public attack – a library (b) Insider attack – a laboratory

Fig. 5: Sample attack scenarios.

III. T HREAT MODEL

We consider a scenario where a victim is typing sensitive
input in VR using a controller. For example, the victim enters
passwords or answers to security questions to log in to a
medical therapy account. Meanwhile, a malicious smartphone
is placed near the victim to record the keystroke sounds and
infer the respective keys. This includes two representative
scenarios, (a) public attack – the attacker places the smartphone
in a public place, e.g., on a shared table in a library or
airport (example shown in Figure 5a), and (b) insider attack
– the victims know the attacker so that they (un)knowingly
allow the attacker to put the smartphone near them, e.g.,
in an of�ce or lab (example shown in Figure 5b). Similar
attack scenarios were validated in acoustic keystroke attacks
on physical keyboards and touchscreens [32], [6], [2], but our
VR scenario is stealthier since the victim's eyes are covered
by the HMD, making them less vigilant about the proximity,
and thus the attacker has more �exibility in choosing how to
place the smartphone.

Besides the access to the place where the victim enters VR
inputs, we assume that the attacker knows the type of VR HMD
the victim is using, which is straightforward to obtain since the
attacker can visually recognize these commercial off-the-shelf
devices. The HMD type information can determine the virtual
keyboard layout and support the keystroke inference.

We do not assume any other capabilities for the attackers.
Unlike existing VR keystroke attacks utilizing videos or
wireless signals [31], [40], [69], [1], we do not require the
attackers to have a line-of-sight view of the victim's HMD
and handheld controller, i.e., hand and body movements may
partially or completely obstruct the controller. We also do
not require setting up a precisely aligned pair of wireless
transmitter and receiver on both sides of the victim. Hence,
countermeasures aimed at positioning users in a secure

layout, e.g., in a corner, or steering users away from potential
directions of the malicious camera capturing or wireless
sensing, would not be effective against our attack. Our
malicious smartphone can be positioned or oriented anywhere
surrounding the victim, making the attack more �exible with
the physical layout and victim pose. This �exible placement of
the malicious recording device is also more practical than prior
acoustic attacks that rely on the microphone being situated
beneath a touchscreen [72], [34] or immediately adjacent
to physical keyboards [6], [73], [32], [13]. Furthermore, the
attackers do not have the capability of tricking the victim into
installing malware on the HMD, making our attack easier to
deploy than the other thread of VR keystroke attacks [35], [70],
[62], [68] that depend on malware accessing raw HMD data.

IV. SYSTEM OVERVIEW

As shown in Figure 4,Heimdall employs three modules
to address the three challenges discussed in §II-C. In §V, we
propose a directional acoustic signal acquisition framework,
whereHeimdall records and segments keystroke sounds via
easily-customized smartphone microphones. In §VI, we utilize
the direction of arrival (DOA) to identify keystroke sounds
and develop an adaptive DOA-Key mapping scheme, where
Heimdall adapts the DOA-Key mapping pre-collected in the
baseline placement to the actual attack and then maps victim
keystrokes' DOAs to the respective keys. In §VII, we devise an
inter-key relation-based calibration model, whereHeimdall
uses the time interval and controller moving direction between
two keystrokes for a Hidden Markov Model to generate a list
of input candidates and enhance the attack performance.

V. D IRECTIONAL ACOUSTICSIGNAL ACQUISITION

A. Microphone Customization

Modern smartphones are equipped with two omnidirec-
tional microphones, one at the bottom of the device for regular
phone calls and the other at the top for the speakerphone
mode. These microphones capture acoustic signals with equal
magnitude regardless of their directions of arrival (DOAs). By
comparing the signal phases captured by the two microphones
and analyzing the time difference of arrival, acoustic attacks
were performed on physical keyboards placed on the same
2D plane [73], [32]. However, signal phases alone cannot
differentiate VR keystroke sounds in a 3D space because the
virtual keyboard, sound source (controller), and microphones
are not con�ned in a 2D plane [10]. To record VR keystroke
sounds with distinguishable phases and magnitudes as shown
in Figure 3, a new signal acquisition method is needed.

Inspired by how human ears localize sound sources and
how sounds travel through ear canals, we posit that if the two
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(a) The structure and porous
appearance of the tube.

(b) The smartphone with cus-
tomized microphones.

Fig. 6: The recording prototype ofHeimdall .

smartphone microphones are directional, differentiating the VR
keystroke sounds is possible. Similar to human ear canals, di-
rectional microphones capture acoustic signals with maximum
gain from the primary axis while depressing signals arriving
from other directions. When a keystroke sound from a certain
DOA arrives at the capsule of a directional microphone, it gen-
erates a group of sub-signals with different phases at the side
slots of the capsule. These sub-signals travel along multiple
paths within the capsule to reach the electronics at the end of
the microphone. They interfere and sometimes cancel out each
other, producing a uniquely-distorted recording with a distinct
phase and magnitude [38]. Hence, we propose to convert off-
the-shelf smartphone microphones into directional ones.

Heimdall requires a simple microphone conversion de-
sign that does not require advanced crafting techniques and can
be launched by someone without a computing or engineering
background. The directional microphones must also be im-
plemented without drastically changing the smartphone. For
example, separating the microphones with a sound-blocking
barrier plate is not appropriate [16].

Directional microphones sense the directionality of sounds
via an encapsulating tube with uniformly distributed side
slots [38]. Based on this structure, we attach a 5-centimeter
porous tube to both microphones that are embedded in the
smartphone. As shown in Figure 6a and Figure 6b, the side
slots are pierced over the entire tube with a 5-millimeter
spacing, enabling the recording of uniquely-distorted signals
from different DOAs. Such a centimeter-level porous tube has
been shown to be suf�cient to generate the unique responses
of a directional microphone [4]. We choose plastic tubes for
their easy accessibility and prepare them using a 3D printer.

To record the VR keystroke sounds using our customized
hardware, we con�gure the smartphone microphones in stereo
audio recording mode with a 48 kHz sampling rate so that
the directionality of the sound can be perceived maximally
[28]. As the left and right microphones record the keystroke
sound independently,Heimdall can theoretically differenti-
ate a minimum distance of 7 millimeters between two sound
sources, given that the speed of sound is 340 m/s.

B. Keystroke Sound Recognition

Background Noise Removal.After recording raw acoustic
signals,Heimdall removes background noise that can dis-
tribute over a wide frequency band, including people talk-
ing and walking by. As these noises may overlap with the

Fig. 7: Signal spectrograms – background noises of the original
signal (left) are removed in the denoised signal (right), but the
controller clicking sounds are preserved.

frequency band of the keystroke sound, using a bandpass or
bandstop �lter for noise removal may also remove the desired
acoustic signals. Therefore, wavelet denoising is employed to
remove background noise, as it was proven effective at isolat-
ing transient, high-frequency sounds (like controller clicking)
and minimizing persistent, low-frequency noise (like human
speaking, computer humming, physical keyboard typing) [49].
Speci�cally, we use Maximal Overlap Discrete Wavelet Trans-
form [46] with a Daubechies 3 wavelet to decompose the sound
into 5 bands, i.e.,

� i
(J ) =

X

n 2 Z

X n �g(J )
n � 2J i � i

( j ) =
X

n 2 Z

X n
�h( j )

n � 2j i 0 (1)

where � i and � i are the detail coef�cients and the approxi-
mation coef�cients,J 2 Z , j 2 f 1; 2; ::J g are the levels and
�g, �h are the discrete orthogonal wavelet functions. We choose
this con�guration since it effectively captures sharp, transient
acoustic features of controller clicking sounds. After decom-
posing, high-frequency controller clicks primarily appear in the
higher-level coef�cients, whereas low-frequency background
noise falls into the lower-level coef�cients. We then apply
thresholding to remove small-coef�cient background noise
using BayesShrink, an adaptive method that determines op-
timal thresholds for each level based on signal variance and
estimated noise [49]. Finally, we reconstruct the acoustic signal
based on the updated coef�cients using the inverse transform,

X n =
X

i 2 Z

� i
(J ) �g(J )

n � 2J i +
(J )X

j =1

X

i 2 Z

� i
( j ) �h( j )

n � 2j i 0 (2)

Figure 7 shows thatHeimdall successfully eliminates a
broad spectrum of noises (red dotted boxes) while retaining
the controller clicking sounds (white dotted boxes).

Controller Click Segmentation. Controller clicking sounds
only account for a small portion of the recorded acoustic
signal. After the noise removal, there is a signi�cant portion of
irrelevant low-magnitude signal residuals that are non-clicking
signal segments. To identify the controller clicking segments,
we apply a magnitude threshold to the denoised signal because
the controller clicks are salient in magnitude. For those signal
periods exceeding the threshold, a peak within the period is
identi�ed. Then a 200 ms of signal centered at the peak is
extracted as the controller clicking segment. To optimize the
threshold for the controller click segmentation, we conducted
a pilot study and utilized the data as ground truth. Five
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Fig. 8: Optimizing the threshold for click segmentation.

participants entered twice the sequence “GMPQZ” while we
recorded the acoustic signals one meter away by a Samsung
Galaxy S8 with the proposed directional microphones. We
compare the recognized controller clicks with the ground truth
and calculate the F1 score as the threshold varies from 0.01
to 0.1 in 50 steps. As shown in Figure 8, the highest F1 score
of 0.967 is achieved when the threshold reaches 0.028, which
is used for the click segmentation inHeimdall .

Keystroke Session Recognition.Apart from keystrokes, user
interaction with other VR content also involves clicking the
controller. In other words, not all controller clicks in VR are
keystrokes. Similar to the �ndings of a recent study [68],
we observe distinct patterns of inter-click interval in VR
keystroke sessions compared to other VR interactions using
controller clicks. Figure 9 depicts the controller clicks during
a sample use case when a user views a webpage and logs
into a private account. The keystroke session for entering the
password shows temporally-stable clicks, which differ from
other interactions with more sporadic clicks, such as launching
the web browser App from the VR Home page, navigating the
webpage via dragging, activating the virtual keyboard after
clicking the login button, and con�rming the password.

The reason behind this phenomenon is that users tend to
move the controller around without a noticeable pattern when
interacting with and clicking non-keyboard content. This is
driven by the fact that non-keyboard VR content pops up or
refreshes constantly and it may appear in varying locations in
the virtual world. As a result, the sporadic hand movements
and controller clicks introduce a higher variance in the inter-
click interval between non-keyboard clicks. In contrast, the VR
keyboard is �xed in the virtual world and users are familiar
with its “QWERTY” layout. This constrains the movement
scale of the controller and leads to more stable time intervals
between keystroke clicks.

Given the similar observations, we apply the keystroke ses-
sion recognition approach [68] used in a recent VR keystroke
attack to differentiate the keystroke session from other VR
clicks. Speci�cally, the click frequency based approach in-
volves solving the optimization below,

arg max
t s ;t e

te � ts

s.t. f min < Freq (ts; te) < f max

tmin < t e � ts

(3)

where ts and te are the start and end time of the keystroke
session,F req(ts; te) is the controller clicking frequency in the

Fig. 9: The keystroke session presents distinct controller click
patterns from other activities.

keystroke session bounded byf min andf max , andtmin is the
minimum duration of the keystroke session. According to the
Word-Per-Minute (WPM) performance for VR input [7], we
con�gure f min and f max as 0.2 and 0.4. respectively. Since
we consider sensitive input of more than four characters in our
experiments, we settmin to 7.5 seconds givenf max = 0 :4.
Then ts and te can be derived.

We validate this approach in our study. Five users were
asked to enter three sets of keystrokes in three Apps – VR
Browser, VR shopping, and VR sightseeing, where they can
freely interact with the App and enter the keystrokes. The
keystrokes for the three Apps are the password of an existing
browser account, the password of an existing payment account,
and a video title to search, respectively. The average duration
of a study session is 3.5 minutes. We calculate True Positive
Rate (TPR) as the number of correctly recognized keystrokes
over the total number of keystrokes and False Positive Rate
(FPR) as the number of incorrectly recognized keystrokes over
the total number of non-keystroke clicks. The TPR of 0.98 and
FPR of 0.04 are consistent with the previous results in [68],
demonstrating the effectiveness of the approach.

VI. A DAPTIVE DOA-KEY MAPPING

A. Varying Sound-Key Mapping

Once differentiable acoustic signals are recorded and
keystrokes are recognized, attackers can pre-collect the
keystroke sounds for all target keys as a baseline. If the
microphone-user placement in the actual attack is similar to
the baseline case, attackers can utilize the baseline sound-key
mapping to map a victim's keystroke sound to the respec-
tive key. This works well for traditional acoustic keystroke
attacks that assumed consistent placements, e.g., exploiting
compromised built-in smartphone microphones underneath a
touchscreen [72], [34] or microphones placed immediately
around physical keyboards [6], [73], [32], [13]. However, this
strong assumption mitigates the threat in practice. In this paper,
we consider the practical scenario where the microphone-user
position and orientation in a VR keystroke attack can vary
signi�cantly from the baseline.

We validated the signi�cant impacts of smartphone-user
placements in our pilot study. After obtaining the results in
Figure 3 by placing the smartphone one meter in front of the
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(a) Left channel – user #1 (b) Right channel – user #1

Fig. 10: Keystroke sound signal collected from user #1 in a
new smartphone placement is different from that in Figure 3.

user, we shifted the smartphone one meter to its right without
changing its orientation. As exempli�ed in Figure 10, the phase
and magnitude of the keystroke sound signals collected from
even the same user #1 can drastically change from the Figure 3
results obtained in the original placement, e.g., earlier phase
and higher magnitude for keystroke M in the left channel.
This is because the left microphone is now closer to the sound
source. The source of the keystroke sound is closer to the left
microphone than the right microphone.

It is clear that the baseline mapping between keystroke
sounds and keys pre-collected by attackers cannot be directly
used in the new placement of an actual attack. Due to the
altered spatial relationship between the victim and the smart-
phone, a keystroke sound may be mapped to a wrong key
or may even have no match. Since both the signal phase
and magnitude of the same key may change dramatically, no
well-de�ned signal features can be extracted to represent a
signal under different placements. Hence, we cannot use the
keystroke sounds directly to infer the keys.

However, we discovered that the varying direction of arrival
(DOA) of a keystroke sound presents a traceable pattern under
different placements. The DOA is de�ned by azimuth and alti-
tude [14] and is an indirect way to identify a keystroke sound.
Figure 11 shows the DOAs of two keystroke sounds from user
#1 in the original (M and P) and new placements (M' and
P'). The new placement causes similar angular changes to the
DOAs. For example, the azimuth changes of keystroke sounds
M and P between two placements are both around 45� because
the smartphone microphones were moved to the right by 1 me-
ter. Given this noticeable pattern, we propose using DOAs to
identify keystroke sounds and build the baseline mapping. We
can then update the DOAs for target keys based on smartphone
displacement in the attack to infer victim keystrokes.

B. Adaptive Mapping Procedure

Heimdall �rst pre-collects the DOAs for all target keys
in a baseline smartphone-user placement, creating a DOA-
Key mapping. It then derives the DOAs of the recorded
victim keystroke sounds. Next,Heimdall updates the base-
line DOA-Key mapping based on the new spatial relationship
between the victim and smartphone in the attack. Finally, it
maps the DOA of the victim keystrokes to the respective key
via the updated DOA-Key mapping.

Fig. 11: DOAs collected from user #1 under two placements
present traceable changes, e.g., about 45� change in azimuth.

Step 1 – Collecting Baseline DOA-Key Mapping.In a
baseline placement, attackers can enter a keyk and directly
access the coordinate of the controller in the VR OS. The VR
OS coordinate system can be easily converted to the attack
coordinate system with the origin point set at the center of the
�xed smartphone since the layout between the smartphone and
the attacker is known. Given the converted controller position
(xk ; yk ; zk ), keystrokek's DOA dk;base can be derived, i.e.,

dk;base = [ ' k � k ];

' k = arctan(
yk

xk
);

� k = arccos(
zk

r k
)

(4)

where ' k is the azimuth of the controller position,� k is the
altitude, andr k =

p
xk

2 + yk
2 + zk

2 is the distance between
the origin point and the controller. By repeating this process
for a set of keysK including 26 English letters and 10 digits,
we have the baseline DOA-Key mappingf k 2 K ; dk;base g.

Step 2 – Deriving DOAs of Keystroke Sounds in the Attack.
Since attackers cannot directly access the coordinates of the
victim keystroke sounds in the attack, we propose a method
to derive the DOAs. A keystroke sound interacts with the tube
structure of the directional microphones before being recorded.
The impulse responses of the left and right tubesTl and Tr
affect the phase and magnitude of the recorded signal. Besides,
the signal propagation from the sound source to the left and
right microphones in the recording environment, characterized
by the environmental channel responseE l andE r , also affects
the recorded signal. Thus, the signal recorded by the left and
right microphone in the frequency domain,Yl andYr , are

Yl = X � E l � Tl ;
Yr = X � E r � Tr

(5)

where X is the source sound signal. Since left and right
microphones are close to each other in the same environment,
E l andE r are approximately equal [19]. Thus we have,

Yl

Tl
= X � E l � X � E r =

Yr

Tr
(6)

We then obtain the tube responsesTl (d); Tr (d) under
different DOAsd using the Maximum Length Sequence (MLS)
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