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Abstract—Wireless sensor networks have received a lot of attention recently due to their wide applications, such as target tracking,

environment monitoring, and scientific exploration in dangerous environments. It is usually necessary to have a cluster of sensor nodes

share a common view of a local clock time, so that all these nodes can coordinate in some important applications, such as time slotted

MAC protocols, power-saving protocols with sleep/listen modes, etc. However, all the clock synchronization techniques proposed for

sensor networks assume benign environments; they cannot survive malicious attacks in hostile environments. Fault-tolerant clock

synchronization techniques are potential candidates to address this problem. However, existing approaches are all resource

consuming and suffer from message collisions in most of cases. This paper presents a novel fault-tolerant clock synchronization

scheme for clusters of nodes in sensor networks, where the nodes in each cluster can communicate through broadcast. The proposed

scheme guarantees an upper bound of clock difference between any nonfaulty nodes in a cluster, provided that the malicious nodes

are no more than one third of the cluster. Unlike the traditional fault-tolerant clock synchronization approaches, the proposed technique

does not introduce collisions between synchronization messages, nor does it require costly digital signatures.

Index Terms—Clock synchronization, wireless sensor networks, fault tolerance.
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1 INTRODUCTION

WIRELESS sensor networks have received a lot of

attention recently due to their wide applications,

such as target tracking, monitoring of critical infrastruc-

tures, and scientific exploration in dangerous environments.

Sensor nodes are typically resource constrained and usually

communicate with each other through wireless links.
An accurate and synchronized clock time is crucial in

many sensor network applications, particularly due to the

collaborative nature of sensor networks. For example, in

target tracking applications, sensor nodes need both the

location and the time when the target is sensed in order to

correctly determine the target moving direction and speed

(e.g., [3], [39]). Sensor nodes usually contain inexpensive

oscillators with typical clock drift rates at about tens of

microseconds per second [33], and the clock drift (more

than 1 second apart per day) is intolerable for most sensor

network applications. Therefore, clock synchronization

becomes indispensable for such applications. However,

due to the resource constraints on sensor nodes, traditional

clock synchronization protocols (e.g., NTP [25]) cannot be

directly applied in sensor networks.

Several clock synchronization protocols (e.g., [10], [13],

[21], [26], [37], [29], [16]) have been proposed for sensor

networks to achieve either pair-wise clock synchronization or

global clock synchronization. Pair-wise clock synchronization

aims to obtain a high-precision clock synchronization

between pairs of neighbor nodes, while global clock

synchronization aims to provide network-wide clock

synchronization in a sensor network. Existing pair-wise

clock synchronization protocols use either receiver-receiver

synchronization (e.g., RBS [10]), in which a reference node

broadcasts a reference packet to help pairs of receivers

identify the clock differences, or sender-receiver synchroniza-

tion (e.g., TPSN [13]), where a sender communicates with a

receiver to estimate the clock difference. Most of the global

clock synchronization protocols (e.g., [10], [13], [37])

establish multihop paths in a sensor network so that all

the nodes can synchronize their clocks to a given source

based on these paths and the pair-wise clock differences

between adjacent nodes in these paths. Alternatively,

diffusion-based global synchronization protocols [21]

achieve global synchronization by spreading local synchro-

nization information to the entire network.

In wireless sensor networks, it is usually necessary to

have a cluster of nodes share a common view of a local

clock time, so that the nodes can coordinate their actions.

For example, in time slotted MAC protocols, the multiple

access to the shared communication medium is achieved by

assigning time slots to a group of nodes. Sensor nodes need

to have a synchronized clock to access their time slots

without colliding with other nodes. As another example, to

increase the energy efficiency, a cluster of sensor nodes may

frequently switch into power-saving sleep mode at the same

time [41]. They also need a common clock to coordinate

their sleep/listen periods. In benign environments, such a

local common clock can be easily achieved by having all the

nodes synchronize to a given node. However, in hostile

environments where some nodes may be compromised, it is

quite challenging to synchronize the clocks among a cluster
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of nodes. Indeed, none of the aforementioned clock

synchronization protocols can survive malicious actions

by compromised nodes. A compromised node may disrupt

the clock synchronization by sending different time to

noncompromised nodes. For example, when RBS [10] is

used for pair-wise synchronization, a compromised node

may provide different noncompromised nodes different

time values about the receipt of the reference packet.

It is natural to consider fault-tolerant clock synchroniza-

tion techniques, which have been studied extensively in the

context of distributed systems (e.g., [31], [19], [15], [7], [23],

[24], [38], [34], [35], [28], [2], [18], [36], [40]). However,

traditional fault-tolerant clock synchronization techniques

are not directly applicable to sensor networks. These

techniques were developed for distributed systems that

do not have the same resource constraints as sensor

networks. All of these techniques involve heavy commu-

nication among the nodes, and sometimes heavy computa-

tion as well. This is because these techniques either use

digital signatures (e.g., HSSD [7], CSM [19]) or multiple

copies of messages (e.g., COM, CNV [19]) to prevent a

malicious node from modifying or destroying clock

information sent by nonfaulty nodes without being de-

tected. Digital signature is usually not practical in resource

constrained sensor networks. Even when digital signature is

used, for example, in HSSD [7], each node still needs to

send a message to every other node in each synchronization

round, resulting in at least Oðn2Þ communication complex-

ity, where n is the number of nodes. Some schemes (e.g.,

HSSD [7], ST [38]) require that all nodes that receive certain

messages process and forward these messages to all the

other nodes immediately, resulting in a high probability of

message collisions if used in sensor networks. The approach

in [28] divides nodes into overlapping clusters and runs one

of the previous algorithms (e.g., CNV [19], LL [23], [24])

within each cluster. This reduces the communication

overhead, but cannot avoid message collisions in sensor

networks.

In this paper, we develop a novel fault-tolerant cluster-

wise clock synchronization scheme for clusters of sensor

nodes, where the nodes in each cluster can communicate

with each other directly through broadcast. In each round of

clock synchronization, only one node serves as the

synchronizer, and only one authenticated synchronization

message is broadcast. Thus, our scheme can avoid the

message collision problem in the previous schemes. The

proposed scheme exploits a recently proposed local broad-

cast authentication technique for sensor networks, which is

purely based on symmetric cryptography [42], thus avoid-

ing the costly digital signature for message authentication.

Our analysis shows that the proposed scheme guarantees

an upper bound on the clock difference between nonfaulty

nodes when no more than 1=3 of the nodes are compro-

mised and collude with each other.

The rest of this paper is organized as follows: Section 2

describes a model for fault-tolerant clock synchronization.

Section 3 presents our fault-tolerant cluster-wise clock

synchronization scheme. Section 4 discusses related work.

Section 5 concludes this paper and points out some future

research directions.

2 FAULT-TOLERANT CLOCK SYNCHRONIZATION

MODEL

In this section, we describe our model for fault-tolerant

clock synchronization in sensor networks, which is adapted

from [7]. We first model the clocks on sensor nodes, and

then present the properties that a fault-tolerant clock

synchronization protocol should satisfy. For readers’ con-

venience, Table 1 lists the notations used in this paper.
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We make a distinction between real time and clock time.

Real time is an assumed Newtonian time frame that may

not be directly observable, and clock time is the time that

can be observed on the clocks of sensor nodes. We use

lowercase letters to denote the variables and constants

about real time and uppercase letters to denote those about

clock time. A clock C can be considered a mapping from

real time to clock time, i.e., T ¼ CðtÞ is the clock time at the

real time t. A clock C is considered well-behaved if its rate of

drift from the real time is bounded by a constant � > 0 for

all the real time points t1 and t2, where t1 < t2:

t2 � t1
1þ �

< Cðt2Þ � Cðt1Þ < ð1þ �Þðt2 � t1Þ: ð1Þ

The rate of drift between any two well-behaved clocks is
bounded by � ¼ �ð2þ �Þ=ð1þ �Þ, which is less than 2�.
Sensor nodes usually contain inexpensive crystal oscillators,
and the typical clock drift rate is tens of microseconds [33].

A sensor node is nonfaulty if it correctly executes a given
clock synchronization algorithm and its clock is well-
behaved. We assume that clocks are synchronized in
rounds, each of which consists of R time units. We denote
the real time point at which the first (or the last) nonfaulty
node starts its fth round as begf (or endf ). Over the time
interval ½endf ; endfþ1� for any f , there exists a maximum
clock drift � between any two well-behaved clocks, i.e.,

� ¼ 2�ðendfþ1 � endfÞ: ð2Þ

Suppose a node makes a clock adjustment at time t. We
use CðtÞ and CþðtÞ to represent the clock time before and
after the clock adjustment, respectively. Suppose there is an
upper bound  for a message to be sent by a node,
transmitted, and processed by the recipients of the message.
Suppose node i sends a message at Ciðt1Þ, node j receives
the message at Cjðt2Þ, where 0 < t2 � t1 <  , and node j
adjusts its clock to Cþ

j ðt2Þ ¼ Ciðt1Þ. Then,

Ciðt2Þ � Cþ
j ðt2Þ ¼ Ciðt2Þ � Ciðt1Þ < �; ð3Þ

where � ¼ ð1þ �Þ is the upper bound for the clock reading
error, which includes the maximum transmission delay and
the clock drift during this delay. We assume at the “starting
time” t0, the clock difference between two nonfaulty nodes i
and j is less than �0, i.e.,

jCiðt0Þ � Cjðt0Þj < �0: ð4Þ

In the next section, we develop a new fault-tolerant
cluster-wise clock synchronization scheme for sensor net-
works. Suppose there exist up to m < n

3 malicious nodes in
a cluster of n nodes that can communicate with each other
through broadcast. With k ¼ n�m �

ð�þ�Þ
n�3m and � ¼ � þ �ð1þ 4�Þ,

our algorithm satisfies the following two conditions:

. CS1: For any two nonfaulty nodes i and j, there
exists an upper bound on the clock difference
between them for any real time point. That is, for
all f�1 and t 2 ½begf ; begfþ1�,

jCiðtÞ � CjðtÞj � ð2kmþ 1Þ�þm� þ 2��:

. CS2: If a node makes an adjustment to its clock at
time t, there is an upper bound on the clock
adjustment. That is, jCþðtÞ � CðtÞj � k�.

3 FAULT-TOLERANT CLUSTER-WISE CLOCK

SYNCHRONIZATION

3.1 Overview

In this paper, we focus on providing fault-tolerant clock

synchronization within a cluster of nodes, where a message

broadcast by one node can reach all the other nodes in the

cluster. We assume that each node has a unique ID, and

every two nodes in the cluster share a unique pair-wise key.

(Such pair-wise keys can be provided by several key

predistribution schemes proposed recently [22], [4], [9].)

One node can obtain a unique ID by manual assignment, or

derive it from its physical characteristics. One node can

identify another node using the unique pair-wise key they

share. A potential threat against this assumption is Sybil

attacks [8], where a malicious node impersonates multiple

nodes by claiming multiple IDs. Fortunately, recent studies

[27] show that the aforementioned key predistribution

schemes can reduce the probability that an attacker can

fabricate new IDs close to zero even if a fair number of

nodes are compromised. An attacker may certainly increase

this probability by compromising a large number of nodes.

However, in such cases, the whole key predistribution

scheme is also compromised and, as a result, there is no

security in such networks.

Our fault-tolerant clock synchronization scheme executes

once for every R time units. For convenience, we call such

an R time unit period a round. In each round, one node in

the cluster serves as the synchronizer, which broadcasts a

synchronization message to the other nodes; all the other

nodes then synchronize their clocks accordingly.

We assume the clocks of the sensor nodes are synchro-

nized initially. Moreover, we assume the nodes in a cluster

agree on the order in which they serve as the synchronizer.

We refer to this order as the synchronizer order. There are

several ways to meet these two assumptions. For example,

we may use the approach in [24] to achieve initial clock

synchronization, and adapt algorithm OM [20] to decide the

synchronizer order in a cluster.1

A practical method to meet the aforementioned assump-

tions is to add a bootstrapping phase during the deploy-

ment of a sensor network. We may use one or multiple

trusted external devices, which maintain well synchronized

clocks (e.g., through GPS receivers), to facilitate the

bootstrap of the sensor network. It is normally reasonable

to assume that the sensor nodes are not compromised

SUN ET AL.: FAULT-TOLERANT CLUSTER-WISE CLOCK SYNCHRONIZATION FOR WIRELESS SENSOR NETWORKS 179

1. Algorithm OM guarantees a group of n� 1 nodes agree on a value
sent from another node when there are at most m < n

3 malicious nodes [20].
A cluster of n nodes may execute algorithm OM n times to guarantee that
all the nonfaulty nodes obtain one value from each node. Each node can
then use, for example, the XOR of all the values as a seed to generate the
synchronizer order. To prevent malicious nodes from manipulating the
synchronizer order, we may use algorithm OM n times to first distribute a
set of commitments (e.g., hash images) of these values, and then execute it
for another n times to distribute the original values. Though this approach
can be used to decide the synchronizer order in a cluster in a fault tolerant
way, it is not scalable and, thus, not preferred in practice.
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during the deployment of the network. Thus, the external

devices can distribute synchronized initial clock values to

all the sensor nodes. At the same time, the external devices

can collect neighbor information from the sensor nodes,

form clusters among them, and distribute the synchronizer

order in each cluster. If security is of concern during the

bootstrapping phase, a symmetric key may be shared

between each sensor node and trusted device. The entire

bootstrapping phase can be fully automated and per-

formed while a sensor network is being deployed. There

are certainly other feasible ways to meet the same

assumptions.

In the proposed algorithm, each node maintains a

counter f , initialized as 1 and incremented by 1 in each

round. Suppose a node’s clock time reaches f �R time

units, where R is the number of time units in each round. If

this node is the synchronizer, it immediately broadcasts an

authenticated message to all the other nodes. When a

nonsynchronizer node receives such a synchronization

message, it examines the message. If the message is invalid

or the sender is not the designated synchronizer, the

receiver simply drops the message. Otherwise, the receiver

adjusts its clock according to the time when the synchro-

nization message is received. (Note that the receiver can

determine that the synchronizer’s clock must be f �R time

units after the start of clock synchronization.)

Our scheme works under the arbitrary attack model [12], in

which malicious nodes can arbitrarily deviate from the

protocol (e.g., sending conflicting messages to different

nodes with directional antenna) and collude with each

other. Because communication failures can be considered as

sending node failures, we do not consider it separately. We

assume an attacker may replace a compromised sensor

node with a resourceful node (e.g., a laptop with directional

antenna), thus gaining advantage over the regular nodes.

Since we only care about the clock difference between

nonfaulty nodes, for brevity, we will use “the maximum

clock difference” to mean “the maximum clock difference

between any two nonfaulty nodes.” In the following, we

first discuss the authentication of the broadcast synchroni-

zation messages, then describe and analyze the proposed

scheme, and, finally, compare the proposed scheme with

several traditional fault-tolerant clock synchronization

schemes.

3.2 Broadcast Authentication

In each round of clock synchronization, only one node

serves as the synchronizer and broadcasts a synchroniza-

tion message. To prevent malicious nodes from imperso-

nating nonfaulty synchronizers, each synchronization

message must be authenticated.

The proposed scheme does not require a clock value be

sent in a synchronization message. After receiving a

synchronization message from the synchronizer, a node

knows how to adjust its clock. Thus, a receiving node only

needs to verify that a message is sent from the correct

synchronizer and the message is not replayed by malicious

nodes.

We adapt a recently proposed local broadcast authenti-

cation scheme for sensor networks [42] to authenticate the

broadcast synchronization messages. First, each node

generates a one-way key chain fKð0Þ; Kð1Þ; . . . ; KðlÞg in the

following way: Kði�1Þ ¼ F ðKðiÞÞ; ð1 � i � lÞ, where KðlÞ is a

random number and F is a one-way function. Each node

sendsKð0Þ as the commitment of its key chain to other nodes,

authenticated with the shared pair-wise keys with those

nodes. The keys in the key chain are disclosed in the reverse

order to their generation. When a node serves as the

synchronizer, it appends the next undisclosed key in the

key chain to the broadcast message. When the other nodes

receive the message, they verify that the message is sent

from the claimed node using the commitment or the

recently disclosed key of the node. Note that KðiÞ ¼
Fi�jðKðjÞÞ when i > j. Thus, even if a node fails to receive

all the keys between KðjÞ and KðiÞ from a given synchro-

nizer, it still can verify the key KðiÞ with KðjÞ. Due to the

property of one-way function, a malicious node cannot

know an undisclosed key belonging to a nonfaulty node.

Each node only accepts the first copy of a broadcast

message and drops the duplicated ones. Therefore, a

malicious node cannot forge or reuse nonfaulty nodes’

broadcast messages. An attacker may certainly shield some

victim nodes from receiving the first copy of the synchro-

nization message or create a wormhole [17] between

nonfaulty nodes. As a result, the victim node may accept

a delayed synchronization message. Such attacks are

equivalent to having a malicious node as the synchronizer

and can be handled when the total number of malicious or

shielded nonfaulty synchronizers is no more than m < n
3 .

This broadcast authentication scheme needs n2 unicast

messages to exchange the commitments of all the nodes’

key chains during the initialization phase.

3.3 Fault-Tolerant Clock Synchronization Algorithm

The proposed scheme executes one round of clock

synchronization every R time units. For simplicity, we

assume the “starting time” is beg0 ¼ end0 ¼ 0. For any two

nonfaulty nodes i and j, jCið0Þ � Cjð0Þj < �ð1þ 4�Þ. Each
node maintains a counter f by increasing it by one in each

round of clock synchronization. Initially, f ¼ 1. We assume

each node i has generated a one-way key chain and

exchanged the commitment K
ð0Þ
i with the other nodes.

The algorithm consists of two tasks that run continu-

ously on each nonfaulty sensor node. In the first task, if

node i is the synchronizer for the fth round of synchroniza-

tion, when its clock time reaches C ¼ f �R, it immediately

broadcasts a synchronization message “NijKðdf=neÞ
i ” to all

the other nodes, where Ni is node i’s ID and K
ðdf=neÞ
i is the

key in node i’s key chain that is used for authentication in

the fth round.
In the second task, when a node receives a synchroniza-

tion message at its clock time T in the fth round of clock
synchronization, if T < f �R� x or T > f �Rþ x, the
node drops the message. In our algorithm,

x ¼ ð2kmþ 1Þ�þm�
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is the maximum clock difference between any nonfaulty

node and a nonfaulty synchronizer, where m is the

number of malicious nodes, k ¼ n�m �
�þ�

n�3m , and � ¼ � þ �ð1þ
4�Þ is the maximum clock difference between any two

nodes if all the nodes are nonfaulty. Otherwise, it verifies

that node Ni is the correct synchronizer and it is the first

time to receive the K
ðdf=neÞ
i and F ðKðdf=neÞ

i Þ ¼ K
ðdf=ne�1Þ
i ,

where F is the one-way function and K
ðdf=ne�1Þ
i is the key

received from node i in the ðf � nÞth round or the

commitment. If the message cannot pass these verifica-

tions, the node drops the message. Otherwise, the node

calculates the clock difference ��� ¼ f �R� T and per-

forms the following clock adjustment: If j ���j < k�, the

node adjusts its clock time by adding ���; if k� � ��� � x, it

increases its clock time by k�; if �x � ��� � �k�, it

decreases its clock time by k�. The node also increments

the counter f by 1. If the node does not receive an

authenticated synchronization message for the current

round by the time f �Rþ x, it increments the counter f

by 1 and enters the next round. Our algorithm guarantees

that the synchronized nodes maintain the same counter f

after each round of clock synchronization.
A node may lose synchronization from a cluster, for

example, due to long-term communication failures. If this

failure node is able to re-establish direct and secure

communication with the other nodes in the same cluster,

it may attempt to recover from such a failure. One possible

approach is to request the current clock values from all the

other nodes and then determine the local clock value by

choosing the median. (Note that this node can easily

determine the counter value f using the recovered clock

value and the synchronization interval R.) If the majority of

these nodes are nonfaulty and have been maintaining

synchronized clocks, then there must exist two nonfaulty

nodes n1 and n2 whose clock values are T1 and T2,

respectively, such that the above median clock value is

between T1 and T2. In other words, the failure node can

successfully set its local clock to a value in the acceptable

range. However, in other cases, the failure node is not

guaranteed to recover.

Algorithm 1 (Fig. 1) shows the pseudocode. Because all

the nodes serve as the synchronizer in a round robin

fashion, we refer to our scheme as Synchronizer Ring (SR)

algorithm. To ensure that clocks are never set back, we may

further adapt the technique proposed in [19], which spreads

each synchronization adjustment over the next synchroni-

zation period. Due to the space limit, we omit the details. In

the following, we first examine the proposed technique

when there is no malicious participant, and then investigate

it when there are colluding attacks from compromised

nodes.

Lemma 1. After a nonfaulty node i adjusts its clock to a nonfaulty

synchronizer s’s clock at tfi , where beg
f � tfi � endf , for any

t 2 ½tfi ; endf �, �2�� < CsðtÞ � CiðtÞ < �ð1þ 2�Þ.
Proof. For the right part, by (3), we have

CsðtÞ � CiðtÞ < jCsðtfi Þ � Cþ
i ðt

f
i Þj

þ 2�ðt� tfi Þ < �þ 2�ðendf � begfÞ < �ð1þ 2�Þ:

For the left part, by (1), we have

ðCiðtÞ � CsðtÞÞ � ðCþ
i ðt

f
i Þ � Csðtfi ÞÞ

� jðCiðtÞ � Cþ
i ðt

f
i ÞÞ � ðCsðtÞ � Csðtfi ÞÞj < 2�ðt� tfi Þ < 2��:

By (3), we have �� < Cþ
i ðt

f
i Þ � Csðtfi Þ < 0. Thus,

CiðtÞ � CsðtÞ < 2��þ ðCþ
i ðt

f
i Þ � Csðtfi ÞÞ < 2��:

Together, we have �2�� < CsðtÞ � CiðtÞ < �ð1þ 2�Þ. tu

Theorem 1. Suppose for any two nodes i and j,

jCiðend0Þ � Cjðend0Þj < �ð1þ 4�Þ:

If all nodes are nonfaulty, Algorithm SR is executed, and there

is no communication failure, jCiðtÞ � CjðtÞj < � þ �ð1þ 6�Þ
for all t > end0.

Proof. First, we prove by induction that, for all f � 0,

jCiðendfÞ � CjðendfÞj < �ð1þ 4�Þ. From the assumption,

we have jCiðend0Þ � Cjðend0Þj < �ð1þ 4�Þ. Suppose at

time point endf , jCiðendfÞ � CjðendfÞj < �ð1þ 4�Þ, we

need to prove that at time point endfþ1,

jCiðendfþ1Þ � Cjðendfþ1Þj < �ð1þ 4�Þ:

Suppose the ðf þ 1Þth synchronizer is s. Since there is

no communication failure, further assume nodes i and j

adjust their clock times at tfþ1
i and tfþ1

j , respectively,

where begfþ1 � tfþ1
i � tfþ1

j � endfþ1. We consider three

time intervals separated by tfþ1
i and tfþ1

j in ½endf ; endfþ1�.
For any t 2 ½endf ; tfþ1

i Þ, by (1) and (2), we have

jCiðtÞ � CjðtÞj < jCiðendfÞ � CjðendfÞj
þ 2�ðt� endfÞ < �ð1þ 4�Þ þ �:

For any t 2 ½tfþ1
i ; tfþ1

j Þ, by Lemma 1, we have

� 2��<CsðtÞ�CiðtÞ<�ð1þ2�Þ:

For node j, if CsðtÞ>CjðtÞ, we have

0 < CsðtÞ � CjðtÞ < jCsðendfÞ � CjðendfÞj
þ 2�ðt� endfÞ < �ð1þ 4�Þ þ �:

Thus, we have jCiðtÞ�CjðtÞj<�þ�ð1þ6�Þ. If CsðtÞ<CjðtÞ,
we have 0 < CjðtÞ � CsðtÞ < � þ 2�� and then jCiðtÞ�
CjðtÞj < � þ �ð1þ 4�Þ. Considering both cases, we have

jCiðtÞ � CjðtÞj < � þ �ð1þ 6�Þ.
For any t 2 ½tfþ1

j ; endfþ1�, by Lemma 1, we have

�2�� < CsðtÞ � CjðtÞ < �ð1þ 2�Þ, and �2��<CsðtÞ�CiðtÞ
< �ð1þ 2�Þ. Therefore, we have jCiðtÞ� CjðtÞj < �ð1þ 4�Þ.
In particular, jCiðendfþ1Þ � Cjðendfþ1Þj < �ð1þ 4�Þ. Thus,
jCiðendfÞ � CjðendfÞj < �ð1þ 4�Þ for all f � 0.

According to the above proof, we can see that for all

f�0 and any t2½endf ; endfþ1�, jCiðtÞ�CjðtÞj<�þ�ð1þ6�Þ.
Thus, the inequality holds for any t > end0 as long as the

algorithm is executed. tu
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The maximum clock difference � þ �ð1þ 6�Þ can only be

reached between two nonsynchronizer nodes i and j during

½begfþ1; endfþ1�. During ½endf ; endfþ1�, the clock difference

between node i (or node j) and the synchronizer s is at most

� ¼ � þ �ð1þ 4�Þ, which is the allowable maximum clock

adjustment when all nodes are nonfaulty.
Now, let us consider the cases where there are colluding

malicious synchronizers.

Lemma 2. If the fth (f � 1) synchronizer is malicious, it can

increase the maximum clock difference by at most 2k�þ �

during ½begf ; begfþ1�.
Proof. According to Algorithm 1, a nonfaulty node adjusts

its clock by at most k� in one round. Thus, over

½begf ; endf �, a malicious synchronizer can increase one

nonfaulty node’s clock time by at most k�, while

decrease another nonfaulty node’s clock time by at most

k�. (The malicious synchronizer may use directional

antennae to launch such attacks.) Moreover, over the

time interval ½begf ; begfþ1�, the maximum clock drift is �.

In total, one malicious synchronizer can increase the

maximum clock difference by at most 2k�þ �. tu
Lemma 3. Suppose two nonfaulty nodes i and j synchronize to a

nonfaulty synchronizer s at tfi and tfj , respectively, where

begf� tfi � t
f
j �endf . If jCsðt

f
i Þ�Ciðt

f
i Þj<k� and jCsðtfj Þ�

Cjðtfj Þj<k�, then
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jCiðendfÞ � CjðendfÞj < �ð1þ 4�Þ:

Proof. According to Algorithm 1, because jCsðtfi Þ � Ciðtfi Þj
< k�, nodes i adjust their clocks to the synchronizer’s

clock at tfi . By Lemma 1, when t ¼ endf , we have

�2��<CsðendfÞ�CiðendfÞ<�ð1þ2�Þ. For node j, we have

a similar result, i.e.,�2��<CsðendfÞ�CjðendfÞ<�ð1þ2�Þ.
Thus, we have jCiðendfÞ � CjðendfÞj < �ð1þ 4�Þ. tu

Lemma 4. Suppose during ½begfþ1; endfþ1�, the maximum clock

difference ��� is between node i and node j. If ��� �
ð2kmþ 1Þ�þm� and the ðf þ 1Þth synchronizer is non-

faulty, for any t 2 ½endfþ1; begfþ2�,

jCiðtÞ � CjðtÞj �MAXð ���� ðk� 1Þ�;�Þ:

Proof. Suppose node i and j adjust clocks at time ti and tj. If
��� < k�, by Lemma 3, for any t 2 ½endfþ1; begfþ2�,

jCiðtÞ � CjðtÞj < jCiðendfþ1Þ � Cjðendfþ1Þj
þ 2�ðt� endfþ1Þ < �ð1þ 4�Þ þ � ¼ �:

When k� � ��� � ð2kmþ 1Þ�þm�, if node i is the
synchronizer, according to our algorithm, node j adjusts
its clock with k� at tj. We have

jCiðendfþ1Þ � Cjðendfþ1Þj < jCiðtjÞ � Cþ
j ðtjÞj

þ 2�ðendfþ1 � tjÞ < ð ���� k�þ �Þ þ 2��:

So, for any t 2 ½endfþ1; begfþ2�, by (2), we have

jCiðtÞ � CjðtÞj < jCiðendfþ1Þ � Cjðendfþ1Þj þ 2�ðt� endfþ1Þ
< ���� k�þ �ð1þ 2�Þ þ � < ���� ðk� 1Þ�:

When node j serves as the synchronizer, we have the

same result.

If neither node i nor node j is the synchronizer, because

the maximum clock difference is between i and j, the

nonfaulty synchronizer s’s clock time must be between
these two nodes’ clock times. If jCiðtiÞ � CsðtiÞj � k� or

jCjðtjÞ � CsðtjÞj � k�, node i or j adjust clocks by k�,

for any t 2 ½endfþ1; begfþ2�, we have jCiðtÞ�CjðtÞj < ����
ðk�1Þ�. If jCiðtiÞ�CsðtiÞj < k� and jCjðtjÞ�CsðtjÞj<k�,

by Lemma 3, for any t 2 ½endfþ1; begfþ2�, we have

jCiðtÞ � CjðtÞj < � þ �ð1þ 4�Þ ¼ �.
So, for any t 2 ½endfþ1; begfþ2�,

jCiðtÞ � CjðtÞj �MAXð ���� ðk� 1Þ�;�Þ:
ut

Lemma 5. When n > 3m, Algorithm 1 satisfies the following

conditions: 1) For all f � 1 and t 2 ½begf ; begfþ1�, given any

two nonfaulty nodes i and j,

jCiðtÞ � CjðtÞj � ð2kmþ 1Þ�þm� þ 2��:

2) If a node makes an adjustment to its clock at time t, then

jCþðtÞ � CðtÞj � k�.

Proof. Condition 2 is easy to prove since ��� is no greater

than k� according to Algorithm 1. Now, we prove

Condition 1 by induction.

By (2) and (4), for t 2 ½beg0; beg1�, jCiðtÞ � CjðtÞj < � þ
�ð1þ4�Þ¼�. Suppose for 0 � h <f and t2 ½begh; beghþ1�,
jCiðtÞ�CjðtÞj � ð2kmþ 1Þ�þm�þ 2��. We need to prove

that for t 2 ½begf ; begfþ1�,

jCiðtÞ � CjðtÞj � ð2kmþ 1Þ�þm� þ 2��:

We prove it by contradiction.

We assume that for t 2 ½begf ; begfþ1�, jCiðtÞ � CjðtÞj >
ð2kmþ 1Þ�þm� þ 2��. By Theorem 1, � þ �ð1þ 6�Þ is

the maximum clock difference if all the synchronizers are

nonfaulty. By Lemma 2, one malicious synchronizer can

increase the maximum clock difference by at most

2k�þ �, so the maximum clock difference that is greater

than mð2k�þ �Þ þ � þ ð1þ 6�Þ� can only be accumu-

lated by at least mþ 1 malicious nodes. However, since

there exists at most m malicious nodes, at least one

malicious node has served as the synchronizer twice and

increased the maximum clock difference by more than

2k�þ �. Suppose it served as r1th and r2th synchronizer,

where r2 ¼ r1 þ n � f . According to our hypothesis, for

t2½begr1 ; begr1þ1�, jCiðtÞ�CjðtÞj� ð2kmþ 1Þ�þm� þ 2��.

Within ½begr1 ; begr2 �, all the n�m nonfaulty nodes have

served as the synchronizer at least once. By Lemma 4,

one nonfaulty node can reduce the maximum clock

difference by at least ðk� 1Þ� if the maximum clock

difference is greater than k�. Because k ¼ n�m �
ð�þ�Þ

n�3m , we

have ðn�mÞðk� 1Þ� ¼ 2km�þm�, which means n�
m nonfaulty nodes can eliminate the clock difference

accumulated by m malicious nodes. Thus, one malicious

node can contribute at most 2k�þ � into the maximum

clock difference, contradicting to the assumption. Thus,

we have proven that for t 2 ½begf ; begfþ1�

jCiðtÞ � CjðtÞj � ð2kmþ 1Þ�þm� þ 2��:

ut

Based on Lemma 5 and Algorithm 1, we can see the

thresholds on the maximum clock difference and the

maximum allowable adjustment are based on the following

parameters: �, �, �, n, andm. All the parameters except for �

are either system parameters or measured from the physical

characteristics of well-behaved clocks and, thus, are

bounded. If � is also bounded, both thresholds will be

bounded. As a result, Algorithm 1 is a fault-tolerant clock

synchronization algorithm when n > 3m. Next, we show

this is indeed the case.

Lemma 6. The synchronization interval is bounded. That is, for
all f � 1, begfþ1 � begf < y and endfþ1 � endf < y, where
y ¼ ðð4kmþ 2Þ�þ 2m� þRÞð1þ �Þ.

Proof. A nonfaulty node may start its fth round no earlier
than f �R� ðð2kmþ 1Þ�þm�Þ and no later than f �
Rþ ð2kmþ 1Þ�þm� even if it receives no synchroniza-
tion message.

Suppose node i is the first one to start its fth clock, we

have Cf
i ðbegfÞ > f �R� ðð2kmþ 1Þ�þm�Þ. If node i is

also the first one to start its ðf þ 1Þth clock, we have

Cf
i ðbegfþ1Þ < ðf þ 1Þ �Rþ ð2kmþ 1Þ�þm�. Then, we
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have Cf
i ðbegfþ1Þ � Cf

i ðbegfÞ < ð4kmþ 2Þ�þ 2m� þR. By

(1), begfþ1 � begf < ðð4kmþ 2Þ�þ 2m� þRÞð1þ �Þ. If

node j (instead of node i) starts its ðf þ 1Þth clock first,

suppose node i starts its ðf þ 1Þth round at begfþ1
i , where

begfþ1 < begfþ1
i . According to

Cf
i ðbeg

fþ1
i Þ � Cf

i ðbegfÞ < ð4kmþ 2Þ�þ 2m� þR;

we have begfþ1
i � begf < ðð4kmþ 2Þ�þ 2m� þRÞð1þ �Þ.

Because begfþ1 < begfþ1
i , we get

begfþ1 � begf < ðð4kmþ 2Þ�þ 2m� þRÞð1þ �Þ ¼ y:

Similarly, we can prove that for all f�1, endfþ1�endf<y.tu

Lemma 7. For all f � 1, over the time interval ½begf ; begfþ1�,
� � 2�R

1�4�ð 2nm
n�3mþmþ1Þ .

Proof. By (2), over the bounded synchronization interval

provided by Lemma 6, the clock drift is at most

� � 2�ðð4kmþ 2Þ�þ 2m� þRÞð1þ �Þ, where � ¼ � þ
�ð1þ 4�Þ. By a little algebraic calculation, we get

� � 2�ðRþð4kmþ2Þ�Þ
1�4�ð2kmþmþ1Þ . Because R� �, by dropping the

higher order term 2�ð4kmþ 2Þ� compared to 2�R, we

have � � 2�R
1�4�ð2kmþmþ1Þ . From k >

n�m �
�þ�

n�3m , when using

k > n
n�3m , we get � � 2�R

1�4�ð 2nm
n�3mþmþ1Þ . tu

Theorem 2. When n > 3m, Algorithm 1 is a fault-tolerant clock

synchronization algorithm with ð2kmþ 1Þ�þm� þ 2�� as

the upper bound of the clock difference and k� as the

upper bound of clock adjustment, where k ¼ n�m �
ð�þ�Þ

n�3m and

� ¼ � þ �ð1þ 4�Þ.

Proof. Trivial based on Lemmas 5 and 7. tu

Fig. 2 shows an example of the changes on the maximum
clock difference. The first synchronizer is nonfaulty. During
½beg1; beg2�, the maximum clock difference is less than
� ¼ � þ �ð1þ 4�Þ. The second and the third synchronizers
are both malicious, and they collude to increase the
maximum clock difference to 4k�þ�þ 2�. The fourth
synchronizer is nonfaulty and decreases the maximum
clock difference to at most 3k�þ 2�þ 2�. We can see that
all the malicious nodes can introduce the same amount of
maximum clock error into the maximum clock difference,
and their order serving as the synchronizer makes no
difference.

3.4 Discussion

3.4.1 Theoretical versus Average Maximum Clock

Differences

Theorem 2 gives an upper bound of the maximum clock

difference between nonfaulty nodes when no more than

m < n
3 nodes are compromised and collude with each other.

However, the maximum clock difference is reached only

when the m colluding malicious nodes serve as the

synchronizer in a row, and the probability that this happens

is only Pm ¼ ðn�mÞ!m!
ðn�1Þ! .

To understand the maximum clock difference that is

generally reached in practice, we performed a series of

simulation experiments. Fig. 3 shows the theoretical

maximum clock difference and the average maximum clock

difference reached in the simulations. We picked n to be 10,
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25, and 50, respectively. For each data point, we used

1,000,000 different random synchronizer orders. The nodes

are synchronized once every 2 minutes, the clock drift rate �

is 10�6, and � is 0.0001 seconds. Our results indicate that

when m is greater than 5, the maximum clock difference

achieved in the simulations is on average less than half of

the theoretical bound.

3.4.2 Combining with MAC Protocols

In a time slotted sensor network, the sensor nodes are

divided into clusters, and at any time, only one node in each

cluster is allowed to access the wireless communication

medium. Time slotted MAC protocols require a local clock

synchronization in each cluster to assign time slots to sensor

nodes, and our scheme can be used to provide such local

clock synchronization. For example, when the time slot size

is ts seconds and each cluster has n nodes, we can set the

synchronization interval as R ¼ k� n� ts, where k is an

integer and k � 1. Suppose node ni is assigned the ith slot

for every n time slots. Node ni can broadcast a synchroniza-

tion message at f �Rþ i� ts instead of f �R. It is easy to

see that our algorithm can be slightly modified to

accommodate this change.

In a CSMA-based sensor network, because all the sensor

nodes compete for the wireless communication medium,

the assumption that the transmission delay is bounded may

not hold. By [13], the transmission delay mainly consists of

send time, access time, propagation time, and receive time.

Since the send time and receive time can be estimated

according to the length of the message and the propagation

time is very small and can be ignored, we only need to deal

with the uncertain access time. Thus, we can bound the

access time by reserving the wireless channel for the

synchronizer to broadcast synchronization messages in a

short time interval. It can be achieved by making all the

other nodes listen to the channel during the time interval

½f �R� x; f �Rþ x�, where f is the round number, R is

the synchronization interval, and x is the maximum clock

difference.

To improve the energy efficiency of sensor networks,

several approaches have been proposed to frequently

switch sensor nodes into power-saving sleep mode (e.g.,

[41]). In such approaches, sensor nodes are divided into

clusters, and the nodes in the same cluster agree to sleep

(or listen) at the same time. When combining our scheme

with such power-saving approaches, the only two require-

ments are 1) that the nodes transmit and listen to others

during the live periods and 2) that each round of

synchronization can finish during each nonfaulty node’s

live period. All the nonfaulty nodes satisfy the first

requirement in power-saving mode. The second require-

ment can be satisfied if the maximum clock difference x in

our scheme is less than half of the listen time defined in the

power-saving approach. Suppose all the nonfaulty nodes

are alive during ½f �R� x; f �Rþ x�. When a nonfaulty

synchronizer broadcasts a message at CðtÞ ¼ f �R, the

other nodes are alive since, at any time t, jCjðtÞ � CiðtÞj � x

between any two nonfaulty nodes i and j. For example, in

[41], the listen time is set to 300 ms, and the sleep time is

set to 1 second. According to our simulation result in Fig. 4,

our scheme can guarantee that the maximum clock

difference is less than 150 ms. Hence, our scheme can be

combined with [41] to provide clock synchronization.

3.4.3 Clustering and Global Clock Synchronization

In a large sensor network, it is usually not possible to group

all the nodes in the same cluster due to physical constraints

such as the communication range. We need to divide the

nodes into a number of clusters. Both the number of clusters

and the cluster size depend on the node density of the

network, the communication range of the sensor nodes, and

the requirements of different applications. After the nodes

are divided into clusters in which the nodes can commu-

nicate with each other through broadcast, our scheme can

be used to provide a fault-tolerant cluster-wise clock

synchronization in each cluster.

It is simple to deploy a cluster-head in each cluster and

achieve a cluster-wise clock synchronization by making

other nodes synchronize to the cluster-head. However, if
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the cluster-head is compromised, the whole cluster may not

be synchronized correctly. Our scheme provides the fault

tolerance property and load balancing through the rotation

of synchronizers (cluster-heads).

Our cluster-wise clock synchronization scheme cannot be

recursively applied among clusters to provide a global clock

synchronization. However, it can potentially be used as a

building block of existing global clock synchronization

schemes. For example, Olson and Shin developed a fault-

tolerant clock synchronization technique [28] that divides a

large number of nodes into overlapping synchronization

groups and adapts an interactive convergence algorithm

[19] within each synchronization group. Alternatively, we

may exploit the cluster structure provided by clustering

algorithms. One simple solution is to elect a cluster-head in

each cluster, and synchronize all the cluster-heads to a

trusted external clock source. When the cluster-heads are

nonfaulty, each node in a cluster can derive the global clock

time through the cluster-head. To increase the degree of

fault-tolerance, each cluster may elect more than one

cluster-head, and each node can use the median value of

all the global clock values derived through these cluster-

heads. (Note that, even if all cluster-heads are compro-

mised, the remaining nodes in a cluster can still maintain a

synchronized local clock as long as no more than 1/3 of the

nodes are compromised.) Clearly, more research is neces-

sary to extend our algorithm to a specific global clock

synchronization technique. We consider this as future work.

3.5 Comparison with Previous Techniques

In our proposed algorithm, in each round of clock

synchronization, only one node serves as the synchronizer,

and no other nodes need to respond to the message from

the synchronizer. As a result, there will be no collision

between the messages involved in clock synchronization

(when there is no malicious attack). In contrast, almost all of

the existing fault-tolerant clock synchronization schemes

(e.g., CNV [19], HSSD [7]) require the participants send or

forward synchronization messages around the same time.

Thus, it is very likely to have message collisions in such

schemes if they are used in wireless sensor networks.

Moreover, the proposed scheme takes advantage of the

broadcast medium as well as a recently proposed authenti-

cation technique for sensor networks [42] and, thus, does

not have to use costly digital signatures for broadcast

authentication. In comparison, several of the traditional

fault-tolerant techniques (e.g., CSM [19], HSSD [7]) require

digital signatures, which make them undesirable for

resource constrained sensor networks. Note that these

schemes cannot use this recent authentication technique

[42]. One reason is that they require forwarding of received

messages. A malicious node may manipulate a message

before forwarding it to other nodes. Another reason is

message collision. In a CSMA-based sensor network, all the

nodes share the wireless communication channel. In CSM

and HSSD, to reduce the synchronization error, after

receiving a message, a node will forward the message to

other nodes as soon as possible. Therefore, after a node

broadcasts a message since the transmission time is very

small, all of its neighbors may receive the message at almost

the same time. Suppose all the nodes have the same internal

structure, they have a great chance to broadcast messages at

the same time and cause the message collisions.
Table 2 compares our scheme with existing fault-tolerant

clock synchronization algorithms when they are used to
synchronize a cluster of n fully connected nodes.

We refer to the maximum number of malicious nodes

that one algorithm can tolerate as its degree of fault-tolerance.

In a cluster of n nodes, our scheme’s degree of fault-

tolerance is n�1
3 , which is the same as Algorithms CNV and

COM. However, Algorithms CSM and HSSD can provide

better tolerance against colluding attacks.

Now, we compare the communication overhead of the

proposed scheme with the existing fault-tolerant schemes.

To be conservative, we make the assumption that the

existing schemes listed in Table 2 may use broadcast instead

of unicast to send the synchronization messages. This

reduces the number of messages per round from n2 to n for

CNV and HSSD and from nmþ1 to nm for COM and CSM.
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We then set the same bound for the maximum clock

difference and compare the communication overhead in all

these schemes. To illustrate clearly the difference, we

calculate the communication overhead in these schemes

with n ¼ 50 and the other parameters the same as those in

the simulation experiments (see Section 3.4).

Fig. 4 shows the communication overhead in CNV,

HSSD, and the proposed scheme for various maximum

number of colluding malicious nodes to be tolerated, under

the conservative (but unrealistic) assumption that HSSD

and CNV can also use authenticated broadcast to send

synchronization messages. This figure indicates that the

proposed scheme always has less communication overhead

than CNV (as well as CSM and COM, which have

substantially larger overhead and are omitted from Fig. 4).

Compared with HSSD, the proposed scheme has less

communication overhead when the number of colluding

malicious nodes to be tolerated is small, but larger

communication overhead when the number of colluding

nodes grows. However, HSSD has to be modified to reach

this performance because using broadcast in HSSD will

cause substantial message collisions. Moreover, the digital

signatures required by HSSD make it undesirable for sensor

networks, as discussed earlier.

4 RELATED WORK

Clock synchronization problem has been studied for many

years. Early techniques (e.g., NTP [25]) are mainly for clock

synchronization in wired networks. However, such techni-

ques usually assume there is unlimited computing resource

and network bandwidth and, thus, are not suitable for

resource constrained sensor networks.
As discussed in the Section 1, several clock synchroniza-

tion techniques (e.g., [10], [11], [6], [13], [29], [37], [21], [26],
[14], [16], [32]) have been proposed for sensor networks
recently. Elson et al. developed the Reference Broadcast
Synchronization (RBS) scheme for pair-wise as well as
multidomain clock synchronization [10], which eliminates
the uncertainty of send time and access time from the clock
reading error by using a reference broadcast node. Dai and
Han improved RBS by reducing the communication over-
head in each broadcast domain to two broadcasts [6].
PalChaudhuri et al. proposed a probabilistic clock synchro-
nization based on RBS [29]. A probabilistic clock synchro-
nization in wired network ([1], [5]) has been extended to
sensor networks [29] with reduced communication over-
head. Generiwal et al. proposed a hierarchical clock
synchronization scheme named TPSN for sensor networks
[13], assuming clock synchronization messages are time-
stamped at MAC layer. Sichitiu and Veerarittiphan devel-
oped a light-weight scheme to deterministically estimate the
bounds on both the relative clock drift and offset between
two sensor nodes, which can be used to synchronize their
clocks [37]. Li and Rus proposed global clock synchroniza-
tion techniques only based on local diffusion of clock
information [21]. However, all of these techniques assume
benign sensor networks, but cannot survive malicious
attacks and compromised nodes. The techniques in this

paper are developed to address attacks from compromised
nodes for cluster-wise clock synchronization.

The proposed techniques are closely related to tradi-
tional fault-tolerant clock synchronization in distributed
systems, which has undergone substantial research (e.g.,
[31], [19], [15], [7], [23], [24], [38], [34], [35], [28], [2], [18],
[36], [40]). These techniques take either a software or a
hardware approach [31]. Hardware-based techniques require
a synchronization circuitry continuously monitor all the
clocks [31] and, thus, cannot be used in sensor networks.
Software-based techniques can be further classified into
convergence-averaging (e.g., CNV [19], LL [23], [24]),
convergence-nonaveraging (e.g., HSSD [7], ST [38]), or
consistency algorithms (e.g., COM, CSM [19]). Some soft-
ware-based (or hardware-assisted, hybrid) techniques [30]
use hardware to generate timestamps and, thus, can reduce
the uncertainty involved in clock synchronization. A
common theme of these techniques is to use redundant
messages to deal with malicious participants that may
behave arbitrarily.

These fault-tolerant schemes usually have very high
communication overhead (especially the consistency-based
approaches such as COM and CSM). Moreover, to prevent
malicious participants from forging messages, these
schemes use either digital signatures (e.g., CSM [19], HSSD
[7]), or a broadcast primitive that requires simultaneous
broadcast from multiple nodes, which will result in
message collisions in wireless sensor networks. The
approach in [28] divides nodes into overlapping clusters
and runs one of the previous algorithms (e.g., CNV [19], LL
[23], [24]) within each cluster. This reduces the commu-
nication overhead, but cannot avoid message collisions in
sensor networks. Our techniques in this paper address these
problems by exploiting some unique features in cluster-
wise clock synchronization in sensor networks and recent
results in local broadcast authentication.

5 CONCLUSION

In this paper, we developed a fault-tolerant clock synchro-

nization scheme for clusters of nodes in sensor networks.

Our scheme guarantees an upper bound of clock difference

between any nonfaulty nodes in a cluster, provided that the

malicious nodes are no more than one third of the cluster.

Compared with the existing fault-tolerant clock synchroni-

zation techniques, the proposed scheme can avoid the

message collision problem in these approaches, and does

not require costly digital signatures. The proposed scheme

also has some limitations. First, it requires that the nodes in

a cluster maintain initial synchronization. Thus, it has to

rely on other means, for example, a bootstrapping phase

with trusted external devices (see Section 3.1) or a fault-

tolerant initial clock synchronization method (e.g., [24]).

Second, it requires that each node be able to reach all the

other nodes in a cluster, thus reducing the geographical

coverage of each cluster.
Our future work will be focused on the investigation of

lightweight, fault-tolerant techniques for global clock
synchronization in sensor networks.
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[32] K. Römer, “Time Synchronization in Ad Hoc Networks,” Proc.
Second ACM Int’l Symp. Mobile Ad Hoc Networking and Computing,
pp. 173-182, 2001.
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