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VIRTUAL BROWSING ENVIRONMENT 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

This application claims priority to US. Provisional Appli 
cation No. 61/221,749, ?led on Jun. 30, 2009, entitled “Safe 
Fox: A Safe Lightweight Virtual Browsing Environment,” the 
entire content of which is hereby incorporated by reference. 

STATEMENT REGARDING FEDERALLY 
SPONSORED RESEARCH OR DEVELOPMENT 

This invention was made with government support under 
Army contract #W31P4Q-07-C-0244 awarded by Defense 
Advance Research Projections Agency. The government has 
certain rights in the invention. 

BRIEF DESCRIPTION OF THE SEVERAL 
VIEWS OF THE DRAWINGS 

FIG. 1 illustrates a system for providing a virtual browsing 
environment according to an aspect of an embodiment of the 
invention. 

FIG. 2 illustrates a computer included in the system of FIG. 
1, according to one embodiment of the invention. 

FIG. 3 illustrates a virtual browsing environment provided 
by the computer of FIG. 2, according to an aspect of an 
embodiment of the invention. 

FIG. 4 is a ?ow chart illustrating a method of providing a 
virtual browsing environment using the system of FIG. 1, 
according to an aspect of an embodiment of the invention. 

FIG. 5 illustrates a method of determining whether a 
desired website corresponds to a secure bookmark, according 
to an aspect of an embodiment of the invention. 

FIG. 6 illustrates a user interface that allows a user to select 

preferences for a virtual browsing environment, according to 
an aspect of an embodiment of the invention. 

FIG. 7 illustrates a user interface that allows a user to select 
a secure bookmark within a browser application executed 
within a virtual browsing environment, according to an aspect 
of an embodiment of the invention. 

FIG. 8 illustrates a user interface that displays a secure 
bookmark within a browser application executed within a 
virtual browsing environment, according to an aspect of an 
embodiment of the invention. 

FIG. 9 illustrates a user interface that displays a website 
within a browser application executed within a virtual brows 
ing environment and displays a health monitor for the browser 
application, according to an aspect of an embodiment of the 
invention. 

FIG. 10 illustrates a user interface that displays a health 
monitor of a browser application executed within a virtual 
browsing environment, according to an aspect of an embodi 
ment of the invention. 

FIG. 11 and FIG. 12 illustrate user interfaces that display 
alerts to a user regarding a browser application executed 
within a virtual browsing environment, according to an aspect 
of an embodiment of the invention. 

DETAILED DESCRIPTION OF EMBODIMENTS 

FIG. 1 illustrates a system 100 for providing a virtual 
browsing environment according to one embodiment of the 
invention. As described below, embodiments of the system 
100 may provide a virtual browsing environment for execut 
ing a browser application on a computer. By executing the 
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2 
browser application within a separate virtual browsing envi 
ronment, other applications, data, and modules of the com 
puter may be protected from any malicious activity associated 
with the execution of the browser application. In addition, 
because in some embodiments only the browser application 
may be executed within the virtual browsing environment, 
malicious activity associated with the execution of the 
browser application may be easily detected. 
As shown in FIG. 1, the system 100 may include at least 

one computer 102, at least one network 104, and at least one 
collection computer (“CC”) 108. The computer 102 and the 
network 104 may be connected by a connection 106, and the 
network 104 and the collection computer 108 may be con 
nected by a connection 110. The network 104 may include the 
Internet, a local area network, a wide area network, or com 
binations thereof. It should be understood that the network 
104 may include one or more networks or communication 

systems, such as the Internet, the telephone system, satellite 
networks, cable television networks, and various other private 
and public networks. In addition, the connections 106 and 110 
may include wired connections (such as wires, cables, ?ber 
optic lines, etc.), wireless connections, or combinations 
thereof. Furthermore, although not shown, other computers, 
systems, devices, and networks may also be connected to the 
network 104. 

With continued reference to FIG. 1, the collection com 
puter 108 may receive data from the network 104 over the 
connection 110. In some embodiments, the collection com 
puter 108 may also send data to the network 104 or one or 
more computers or networks. The collection computer 108 
may also include hardware, such as one or more memory 
modules, one or more processors, and one or more input/ 
output modules. In addition, the collection computer 108 may 
include an operating system to manage the hardware. In some 
embodiments, the collection computer 108 may also include 
a database that stores data received from the network 1 04. The 
data included in the database may be stored in computer’ s 108 
one or more memory modules, and the data may be managed 
by a database management application. For example, the 
collection computer 108 may include a MySQL server run 
ning on a L.A.M.P. (Linux, Apache, mySQL, and PHP) stack 
or other web-based database server systems. 

FIG. 2 illustrates the computer 102 of FIG. 1 according to 
one embodiment of the invention. It shouldbe understoodthat 
the computer 102 may include a desktop computer, a laptop 
computer, a tablet computer, an electronic reading device 
(e.g., Amazon Kindle), a mobile telephone (e.g., Apple 
iPhone), a personal data assistant or any other device that may 
execute software applications. As shown in FIG. 2, the com 
puter 102 may include hardware 112, such as one or more 

processors, memory modules, input/ output modules, or com 
binations thereof. The one or more input/output modules may 
communicate with one or more input/output devices con 

nected to the computer 102, such as printers, scanners, moni 
tors, networks (including the network 104), external memory 
modules, etc. The memory modules may include one or more 
random-access memories, read-only memories, disks, appli 
cation speci?c integrated circuits, programmable read-only 
memories, or combinations thereof. The memory modules 
may store data, applications, and combinations thereof. For 
example, the memory modules may include non-transitory 
computer readable mediums that store instructions, which 
perform particular functionality when executed by one or 
more processors included in the hardware 112. For example, 
as shown in FIG. 2, the computer 102 may also include a host 
operating system 114 that provides an interface between the 
hardware 112 and a user operating the computer 102. The host 
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operating system 114 may be stored in the one or more 
memory modules and may be executed on the one or more 

processors included in the hardware 112. The host operating 
system 114 may include a well-known operating system, such 
as Microsoft Windows, Linux Redhat, UNIX, or Apple 
MacOS. 

The host operating system 114 may include at least one 
host kernel 115. The host kernel 115 may manage the com 
munication between the hardware 112 and applications 
executed by the hardware 112. For example, the host kernel 
1 15 may provide inter-application communication, may man 
age data retrieved from and stored to the one or more memory 
modules included in the hardware 112 by the applications, 
and may manage data received from and output to the input/ 
output modules included in the hardware 112. 
As shown in FIG. 2, the host kernel 115 may include a 

virtual control application (“VCA”) 116. As described in 
more detail below, the host kernel 115 may use the virtual 
control application 116 to create and manage a virtual com 
puter. Accordingly, the VCA 116 may provide virtualization 
functionality, such as that provided by Windows VMware 
workstation or player; Sun Microsystems VirtualBox; Paral 
lels virtualization products, Xen virtualization products, or 
combinations thereof. The host kernel 115 may also include a 
shared preference directory 1 18, which may store preferences 
for an application, such as a browser application. 

It should be understood that the one or more memory 
modules included in the hardware 112 may store other appli 
cations besides those explicitly shown in FIG. 2. In addition, 
the functionality provided by the applications stored in the 
one or more memory modules may be combined and distrib 
uted in various con?gurations. For example, the VCA 116 
may be combined with other applications or may be distrib 
uted among several applications. The one or more memory 
modules may also store other data used by the host operating 
system 114 or other applications executed within the com 
puter 102. 

In operation, as shown in FIG. 2, the host kernel 115 may 
execute the VCA 116 to create a virtual computer 202. The 
virtual computer 202 may include its own guest host operat 
ing system 203 with a guest kernel 204. The guest operating 
system 203 and guest kernel 204 may operate similar to the 
host operating system 114 and host kernel 115. This type of 
virtualization where a generally complete copy of an operat 
ing system is provided within a virtual computer is generally 
referred to as “full virtualization.” Outside of the virtual com 
puter 202, the host operating system 114 may continue to 
interact and manage the hardware 112, while the guest oper 
ating system 203 also may interact and manage the hardware 
112. Therefore, the virtual computer 202 may create a second, 
isolated computing environment within the computer 102. 
Each computing environment may execute different applica 
tions, access data from different locations in a memory mod 
ule or from different memory modules, provide different 
operating systems, or combinations thereof. 

For example, in some embodiments, the host operating 
system 114 may include a Microsoft Windows operating sys 
tem (e.g., Windows XP, Vista, 7) and the guest operating 
system 203 may include a Linux operating system (e. g., 
Redhat Enterprise Linux 5 .3). Therefore, while the host oper 
ating system 114 may only execute applications designed for 
a Windows operating system, the guest operating system 203 
may execute applications designed for a Linux operating 
system. In this situation, the shared preference directory 118 
may be a Windows ?le but may be mapped to a Linux ?le or 
directory, which allows the guest operating system 203 to 
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4 
access and manipulate the shared preference directory 118 
although it is part of the generally non-compatible host oper 
ating system 114. 
As mentioned above, creating the virtual computer 202 

may provide isolation between computing performed within 
the virtual computer 202 and computing performed outside 
the virtual computer 202 through the host operating system 
114. For example, the virtual computer 202 may be unaware 
of any computing performed outside of the virtual computer 
202. Accordingly, an application executed within the virtual 
computer 202 generally cannot access an application 
executed outside the virtual computer 202. For example, in 
some embodiments, the only portion of the host operating 
system 114 visible to and accessible by the guest operating 
system 203 is the shared preference directory 118. Therefore, 
the guest operating system 203 may not access or modify the 
host operating system 114 except for the shared preference 
directory 118. This restriction may limit the access of a mali 
cious or compromised guest operating system 203 to only the 
shared directory and may prevent any malicious activity 
occurring within the virtual computer 202 from compromis 
ing the host operating system 114 and infecting the entire 
computer 102. 
As shown in FIG. 2, the guest kernel 204 may include a 

virtual computer control application (“VCCA”) 205 and a 
virtual computer monitor application (“VCMA”) 206. The 
VCCA 205 may manage the operation of the virtual computer 
202. For example, as shown in FIG. 2, the VCCA 205 may 
create one or more virtual browsing environments (“VBEs”) 
208 (e.g., VBE 1 208a, VBE 2 208b, and VBE 3 2080). Once 
created, the VCMA 206 may monitor the operation of each 
VBE 208 and may report each VBE’s operation to the VCA 
116. To create a VBE 208, the VCCA 205 may use one or 
more virtualization modules or applications, such as 
OpenVZ, UnionFS patches, Solaris Zones, BSD Jail, or com 
binations thereof. 

FIG. 3 illustrates aVBE 208 according to one embodiment 
of the invention. As shown in FIG. 3, the VBE 208 may 
include a virtualized operating system 300 (e.g., CentOS 
Linux 5.3). Rather than including a complete operating sys 
tem with a kernel, the virtualized operating system 300 may 
share the guest kernel 204 of the guest operating system 203. 
Creating a virtual environment that shares a kernel from 
another operating system is often referred to as “lightweight” 
virtualization. Lightweight virtual environments generally 
operate like full virtual environments (e.g., the virtual com 
puter 202), but generally require less overhead due to the 
shared kernel. However, because the VBE 208 and the virtual 
computer 202 share the same kernel (i.e., the guest kernel 
203), in some embodiments, the VBE 208 generally executes 
the same or a version of the same operating system as the 
virtual computer 202. 

Each VBE 208 may execute a browser application 304. In 
some embodiments, the browser application 304 may be 
stored in the one or more memory modules included in the 
hardware 112 and may be executed by the one or more pro 
cessors included in the hardware 112. The browser applica 
tion 304 may send and receive data from the network 104 and 
may present at least received data to a user. For example, the 
browser application 304 may be used to access a website 
available over the network 104 (e.g., the Internet) and display 
the contents of the website to a user. The browser application 
304 may include a well-known browser application, such as 
Microsoft Internet Explorer, Mozilla Firefox, Google 
Chrome, orApple Safari. The preferences stored in the shared 
preference directory 118 for the browsing application may 
include browsing history, bookmarks, secure bookmarks (as 
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described below with respect to FIG. 4), cookies, passwords, 
add-ons, personal information, etc. 

In some embodiments, con?guration ?les of the browser 
application 340 may be modi?ed. For example, the browser 
application 340 may be con?gured to use a speci?c proxy, 
such as the web application 502 described below with respect 
to FIG. 5. In addition, as also described below, in some 
embodiments, the browser application 340 may be executed 
in different modes and each mode may be con?gured differ 
ently. For example, in some modes, the browser application 
340 may be con?gured to import user preferences stored in 
the shared preference directory 118 and in another mode the 
browser application 340 may be con?gured to operate with 
out importing user preferences from the shared preference 
directory 118. 

In some embodiments, each VBE 208 may be assigned its 
own process namespace, intemet protocol (“IP”) address, and 
?le system. For example, as shown in FIG. 3, the virtualized 
operating system 300 may include a stacked ?le system 302. 
The stacked ?le system 302 may provide a ?le system acces 
sible by applications executed within the VBE 208 (e. g., the 
browser application 304). The whitepaper titled “Ef?ciently 
Tracking Application Interactions using Lightweight Virtual 
ization” authored by Yih Huang, Angelos Stavrou, Anup K. 
Ghosh, and Sushil Jajodia, the entire contents of which is 
herein incorporated by reference, describes a method of cre 
ating a stacked ?le system for lightweight virtual environ 
ments. As described in this whitepaper, initially, a read-only 
template of aVBE 208 may be created (e.g., upon installation 
of the VCA 116, the VCCA 205, or combinations thereof). 
The read-only template may include a copy of any data and 
applications that will be executed within the VBE 208. In 
some embodiments, rather than creating a separate physical 
copy of the data and applications, the read-only template may 
only include a mapping to the data and applications already 
stored in the computer’s 102 hardware 112. For example, the 
read-only template may include a copy of or a mapping to the 
binary code and libraries for the browser application 304. 
When a VBE 208 is created, a daemon or application (e.g., 

a Perl script) included in the VCCA 205 may construct a new 
stacked ?le system for the new VBE 208 by creating a write 
able copy of the read-only template (i.e., a writable layer). In 
some embodiments, the daemon may use UnionF S function 
ality to create the stacked ?le system. The writable layer may 
be associated with the newly-created VBE 208 and may be 
mounted as the root of the ?le system for the new VBE 208. 
As mentioned above, rather than including separate physical 
copies of the data and applications included in the read-only 
template, the writable layer may include mappings to the 
copied data and applications. This mapping further may 
reduce the amount of memory needed even when multiple 
VBEs 208 are created. 

The application included in the VCCA 205 may also allo 
cate to each new VBE 208 an IP address. As described in 
detail below, in some embodiments, the browser application 
304 executed with in a VBE 208 may be executed in various 
browsing modes. Depending on the browsing mode of the 
browser application 304 to be executed within the new VBE 
208, the VCAA 205 may modify the creation of the new VBE 
208. For example, when a new VBE 208 is created for a 
master mode browser application 304, the VCCA 205 may 
assign the new VBE 208 a predetermined ?xed IP address. 
However, when the VCCA 205 creates new VBEs 208 in 
other operating modes, the VCCA 205 can dynamically 
assign IP addresses to the new VBEs 208.A new VBE 208 can 
use the domain name server (“DNS”) table from the guest 
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6 
operating system 203, or a new VBE 208 can use an arbitrary 
“trusted” DNS service, such as Open DNS, to provide addi 
tional security. 

After assigning a new VBE 208 an IP address, the applica 
tion within the VCCA 205 can boot up the new VBE 208, 
execute the browser application 304 within the VBE 208, and 
project the browser application 304 window or output to a 
display output of the computer 102. In some embodiments, 
the application within the VCCA 205 that creates new VBEs 
208 can be associated with the browser application 304 (e. g., 
with an icon or program selection accessible by a user to 
initiate the browser application 304) so that execution of the 
browser application 304 triggers the execution of the appli 
cation. 

After a new VBE 208 is created and an application is 
executed with the VBE 208 (e.g., the browser application 
304), if the application wants to write data to its stacked ?le 
system 302, a copy-on-write (“COW”) operation within the 
stacked ?le system 302 can create a new version of the ?le in 
the writable layer. This new version of the ?le can then be 
used by the VBE 208 for later reads and writes of that par 
ticular ?le. Accordingly, although VBEs 208 can start in 
generally the same state as the read-only ?le template (except 
for an IP address), the stacked ?le systems 302 of each VBE 
208 can drift apart over time as applications executed within 
each VBE 208 modify their respective stacked ?le systems 
302. 

With continued reference to FIG. 3, the VBE 208 may 
execute the browser application 304. In some embodiments, 
depending on a browsing mode set for the VBE 208, the 
VCCA 205 may load preferences into the browser application 
304 from the shared preference directory 118. The browser 
application 340, the VBE 208, the VCCA 205, or combina 
tions thereof may also update or store preferences to the 
shared preference directory 118 based on the operation of the 
browser application 304 (e.g., if a user adds a new bookmark 
or accesses a new website). 

As shown in FIG. 3, the browser application 304 may 
include or be associated with a browser helper application 
306. The browser helper application 306 may be stored in one 
or more memory modules included in the hardware 112 and 
may be executed by one or more processors included in the 
hardware 112. In some embodiments, the browser helper 
application 306 may be stored as part of the browser applica 
tion 304, as a separate application, or a combination thereof. 
As described below with respect to FIG. 4, the browser helper 
application 306 may monitor the operation of the browser 
application 304 and may provide information about the appli 
cation’s operation to the VCMA 206. For example, the 
browser helper application 306 may record web sites accessed 
by the browser application 304, data downloaded by the 
browser application 304, data output by the browser applica 
tion 304, data stored in the stacked ?le system 302 by the 
browser application 304, applications executed by the 
browser application 304, inter-process communications 
between the browser application 304 other applications 
executed within the computer 102, the virtual computer 202, 
or the VBE 208, and any attempts to do any of the foregoing. 

It should be understood that in some embodiments the 
virtual computer 102 is not needed and the one or more VBEs 
208 may be directly created by the host operating system 114. 
For example, in some embodiments, the VCA 116 may 
include the functionality of the VCCA 205 and the VCMA 
206 and may be executed by the host kernel 114 of the host 
operating system 115 to create one or more VBEs 208 directly 
within the computer 1 02. Rather than sharing the guest kernel 
204 as described above, the VBEs 208 created directly within 
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the computer 102 may share the host kernel 115. For example, 
in some embodiments, the virtual computer 202 may be used 
to create a Linux virtual computing environment within a 
Windows-based operating system. The Linux virtual comput 
ing environment allows Linux-based light virtualization to be 
performed to create and manage the VBEs 208. However, if 
the host operating system 114 of the computer 102 is a Linux 
operating system, the virtual computer may be eliminated 
because the Linux-based light virtualization may be directly 
performed by the Linux host operating system. In addition, if 
Windows-based light virtualization is instead used to create 
and manage the VBEs 208 and the host operating system 114 
is Windows-based, no separate virtual computer may be 
needed in order to use the Windows-based lightweight virtu 
alization. In this regard, the virtual computer 202 may be used 
whenever the virtualizationused to create the VBEs 208 is not 
supported by the host operating system 114 of the computer 
102. 

Accordingly, as used throughout the present speci?cation, 
a VBE 208 may be described as sharing the kernel from the 
operating system “supporting” the VBE 208. Therefore, 
when a VBE 208 is created within the virtual computer 202, 
the guest operating system 203 may “support” the VBE 208 
and the VBE 208, therefore, may share the guest kernel 204 of 
the “supporting” guest operating system 203. Similarly, when 
a VBE 208 is created directly within the computer 102, the 
host operating system 114 may “support” the VBE 208 and 
the VBE 208, therefore, may share the ho st kernel 115 of the 
“supporting” host operating system 114. 

FIG. 4 illustrates a method of providing a virtual browsing 
environment performed by the system 100 according to one 
embodiment of the invention. It should be understood that the 
method illustrated in FIG. 4 may include more or less steps 
than those illustrated. The illustrated method may also be 
distributed among multiple methods or may be included as 
part of a larger method. Also, the method of FIG. 4 should not 
be construed as limiting the order, number, omission, addi 
tion, or other variation of the individual steps illustrated. As 
shown in FIG. 4, the VCA 1 1 6 may be initially installed on the 
computer 102 (at 402). It should be understood that the VCA 
116 may be installed on the computer 102 from a computer 
readable medium, such as a disk or drive, or over a network, 
such as the network 104. In some embodiments, when the 
VCA 116 is installed, a browsing mode may be set. For 
example, the browsing mode may be set to a master mode, a 
secure-bookmark mode, or a private mode. In some embodi 
ments, a user may be prompted to set the browsing mode by 
selecting preferences upon installation or initiation of the 
VCA 116 (e.g., using a selection mechanism, such as a check 
box, a button, a toggle box, a drop-down menu, etc.). The 
VCA 116 may also include a default browsing mode that may 
be used if a user does not specify a particular browsing mode. 

Once the VCA 116 is installed, the VCA 116 creates the 
virtual computer 202 based on the browsing mode (at 404) . As 
described above with respect to FIG. 2, the virtual computer 
202 may include the guest operating system 203, the guest 
kernel 204, the VCCA 205, and the VCMA 206, or combina 
tions thereof. As also described above, in some embodiments, 
the guest operating system 203 may be different from the host 
operating system 114 of the computer 102. For example, the 
host operating system 114 may include a Microsoft Win 
dows-based operating system and the guest operating system 
203 may include a Linux-based operating system. 

In some embodiments, the VCA 116 may create the virtual 
computer 202 upon boot-up of the computer 102. The VCA 
116 may also create or build a “snapshot” of the virtual 
computer 202 upon its boot-up or initiation. The “snapshot” 
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8 
may be based on the read-only template included in the virtual 
computer 202, as described above. “Snapshots” are well 
known in the computer industry and may be used to capture 
particular information about a currently-executing applica 
tion, which may allow the application to be quickly restored 
to the captured state at a later point without having to restart 
the application from scratch. The UnionFS ?le system service 
for Linux may provide snapshot functionality. Accordingly, 
the VCA 116 may use the “snapshot” of the virtual computer 
202 to quickly restart the virtual computer 202 at a later time, 
such as after it is terminated due to the detection of malicious 
activity (described below). It should be understood that if the 
one or more VBEs 208 are created directly in the computer 
102 as described above, there may be no need to create the 
virtual computer 202 at 404. 

After the virtual computer 202 is created and a browser 
application 304 is initiated (e.g., by a user or by another 
application) (at 406), the VCCA 205 may create a VBE 208, 
execute the browser application 304 within the VBE 208, and 
access an initial URL with the browser application 304 (at 
408). In some embodiments, upon the VBE’s 208 creation, 
the VCA 116 may capture a “snapshot” of a VBE 208. The 
“snapshot” may capture the VBE 208 with a “pristine” oper 
ating system before any potential malicious activity has 
occurred based on the user’s operation of the browser appli 
cation 304 within the VBE 208. As described above, a “snap 
shot” may be used to quickly restore an application to the 
captured state without having to completely restart the appli 
cation from scratch. Therefore, the “snapshot” may allow the 
VCA 116 to quickly restore or create a new VBE 208, such as 
after a previous VBE 208 was terminated due to the detection 
of malicious activity (described below). It should be under 
stood that the “snapshot” of the virtual computer 202 and the 
“snapshot” of the “pristine” VBE 208 may be combined in a 
single “snapshot.” Additionally, if a virtual computer 202 is 
not used, the VCA 116 may just take a “snapshot” of the 
“pristine” VBE 208. 

In some embodiments, the functionality of the browser 
application 304 executed within the VBE 304 may be modi 
?ed based on a browsing mode. For example, if a browsing 
mode is set to a “master” mode, the browser application 304 
executed within the VBE 208 may support many typical func 
tions of a browser application 304 running directly on the 
computer 102. Accordingly, the browser application 304 may 
be imported with browsing preferences from the shared pref 
erence directory 118, such as browsing history, cookies, pass 
words, bookmarks, personal information, etc. In “master” 
mode, the browser application 304 may also store preferences 
to the shared preference directory 118, such as browsing 
history, bookmarks, cookies, passwords, add-ons, etc. 

If the browsing mode is set to a “private” mode, the browser 
application 304 may be executed within the VBE 208 without 
importing any preferences from the shared preference direc 
tory 118 and without storing any new preferences to the 
shared preference directory 118. Therefore, the browser 
application 304 may be initiated and executed in an “anony 
mous” state where generally no personal data about the user 
interacting with the browser application 304 is accessible by 
the browser application 304. In some embodiments, a user 
may execute a browser application 3 04 in a “private mode” by 
selecting an icon or a program associated with separate 
browser application 304 con?gured to operate only in a “pri 
vate mode.” In other embodiments, an icon may be included 
and displayed within the browser application 340 that a user 
may click or select in order to activate an instance of the 
browser application 340 in “private mode.” The new “private 
mode” instance may be included in or take the place of the 
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current browser application 340 instance, may be created as a 
separate instance from the current browser application 340, or 
both. 

If the browsing mode is set to a “secure-bookmark” mode, 
the functionality of the browser application 304 may be lim 
ited to accessing and interacting with a “secure bookmark.” 
For example, as mentioned above, the shared preference 
directory 118 may store uniform resource locators (“URLs”) 
associated with pre-con?gured websites speci?ed as “secure 
bookmarks.” A user may set a website where he or she inter 

acts with (e.g., provides, retrieves, views, etc.) secure infor 
mation (e.g., an online banking website), as a “secure book 
mark.” In some embodiments, a user may use a selection 

mechanism, such as a button or icon, a drop-down menu, or a 
check box, to set a website currently displayed in a browser 
application 304 as a “secure bookmark.” The user may also 
type the URL of a website into a secure bookmark manage 

ment interface, similar to bookmark management interfaces 
typically provided in browser applications, to set a particular 
URL as a “secure bookmar .” 

When the browser application 304 is executed in the 
“secure-bookmar ” mode, the navigation tools of the browser 
application (e.g., the address line, a bookmark drop-down 
menu, a history menu, a previous and next selection mecha 
nism, etc.) may be set to read-only, disabled, or removed from 
the browser application 304, which prevents a user from 
redirecting the browser application 3 04 to a different website. 
In some embodiments, the “secure-bookmar ” mode browser 
application 304 may also be programmed to only access a 
predetermined set of websites (e.g., based on the “secure 
bookmar ” website’s per-service information and policy), 
which prevents the user from clicking on a link within a 
“secure bookmar ” website and redirecting the browser 
application 304 to another (potentially un-secure) website. 
By limiting the functionality of the browser application, the 
“secure-bookmar ” mode may provide enhanced security for 
accessing sensitive websites. For example, a user may use the 
“secure-bookmark” mode when performing secure transac 
tions, such as online banking and shopping. The limited func 
tionality of the browser application 304 may also prevent 
other browser instances or other websites from spying or 
interfering with the user’s transactions. In addition, in some 
embodiments, a separate directory in the shared preference 
directory 118 may be created (e. g., by the browser application 
304; the VBE 208; the VCCA 205, such as a daemon or 
application executed within the VCCA 205; the VCA 116; or 
combinations thereof) and associated with each web site des 
ignated as a “secure bookmark.” The separate directory may 
store preferences and other metadata associated with each 
“secure bookmark” website, such as passwords, account 
numbers, usernames, etc. In some embodiments, each sepa 
rate directory may only be accessed when the browser appli 
cation 304 is operated in a “secure-bookmark” mode and 
when the browser application is accessing the “secure book 
mar ” associated with the separate directory. 

The browser application’ s download and upload function 
ality may also be limited to provide enhanced computer secu 
rity in one or all of the browsing modes described above. For 
example, in a “private” mode, the browser application 304 
may prohibit all ?le uploads or downloads. Similarly, in a 
“master” or “secure-bookmark” mode, the browser applica 
tion 304 may allow downloads and/or uploads but may 
restrict the type or storage location of ?les uploaded and/or 
downloaded. For example, in a “master” mode or “secure 
bookmark” mode, the browser application 304 may prevent 
any executable ?les from being uploaded or downloaded and 
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10 
may limit ?le downloads or uploads to non-system ?le folders 
or location, non-program ?le folders or location, and/or the 
“desktop” ?le folder. 
The number of instances of each mode of the browser 

application that may be executing at the same time on the 
computer 102 or within the virtual computer 202 may be 
limited. For example, in some embodiments, there may be 
only one instance of a “master” mode browser application 
304 running at one time. Therefore, if a user initiates a “mas 
ter” mode browser application 304 (e.g., clicks on an icon 
associated with the browser application 3 04) while a “master” 
mode browser application 304 is already running, a new tab 
may be opened within the running “master” mode browser 
application 304 rather than initiating another execution 
thread or process of the browser application 304. In contrast, 
in some embodiments, a user may initiate multiple “private” 
mode browser applications or “secure-bookmark” mode 
browser applications, and each “private” or “secure-book 
mark” mode browser application 304 may be initiated and 
executed within a separate VBE 208. Each browser applica 
tion mode may be visually distinguishable from the other 
modes in order to identify the browsing mode of a particular 
browser application to a user. 

In some embodiments, the browsing mode may be based 
on how the browser application 304 is initiated on the com 
puter 102. For example, if a user or another application ini 
tiates the browser application 3 04 with a speci?ed initial URL 
(e.g., by clicking on a website link within an electronic docu 
ment displayed by the computer 102, selecting a save website 
shortcut stored on the computer 102, etc.), the VCCA 205 
may decide a browsing mode based on whether the speci?ed 
URL corresponds to a “secure bookmar .” If the speci?ed 
URL corresponds to a “secure bookmark,” the VCCA 205 
may execute the browser application 304 in a “secure-book 
mar ” mode and may access the speci?ed initial URL. If the 
speci?ed URL does not correspond to a “secure bookmark,” 
the VCCA 205 may execute the browser application 304 in 
either a “master” mode or a “private” mode (e. g., depending 
on which mode as been speci?ed by a user or is set as a default 
mode) and may access the speci?ed initial URL. Altema 
tively, if a user or another application initiates the browser 
application 304 without specifying a particular initial URL 
(e.g., by clicking on a browser application icon on the desktop 
of the computer 102), the VCCA 205 may execute the 
browser application 304 in either a “master” mode or a “pri 
vate” mode (e.g., depending on which mode as been previ 
ously selected by a user or is set as a default mode) and may 
access an initial default or “home” URL. 

Returning to FIG. 4, after the browser application 304 is 
executed within theVBE 208 and the browser application 304 
accesses the initial URL (either a speci?ed initial URL or a 
default or “home” URL) (at 408), the VCMA 206 may moni 
tor the VBE’s behavior and provides information about the 
VBE’s behavior to the VCA 116 (at 420). This functionality 
is described in detail below. However, as shown in FIG. 4, 
after the browser application 304 accesses the initial URL (at 
408), the browser application 304 may receive a desired web 
site to access and display (at 410). For example, after an initial 
website is displayed, a user may specify a desired website in 
various ways, such as by typing a URL in an address line of 
the browser application 304, clicking on a link within the 
currently displayed web site in the browser application 304, or 
selecting a website from a drop-down menu (e.g., a favorites 
menu, a history menu, etc.) (e.g., see FIG. 7). When a desired 
website is speci?ed, the VCCA 205 may determine whether 
the desired website corresponds to a “secure bookmark” (at 

412). 
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In some embodiments, the VCCA 205 may determine 
whether the desired website corresponds to a “secure book 
mark” by comparing the speci?ed desired website to a ?le of 
URLs previously set as “secure bookmarks.” For example, as 
described above, the shared preference directory 118 may 
store URLs associated with pre-con?gured websites speci?ed 
as “secure bookmarks.” If the desired website does not cor 
respond to a URL speci?ed in the shared preference directory 
118 as a “secure bookmar ” (at 412), the browser application 
304 in the existing VBE 208 may access and display the 
desired website (at 414). 

If, however, the desired website corresponds to a URL 
speci?ed in the shared preference directory 118 as a “secure 
bookmar ” (at 412), the VCCA 205 may create a new VBE 
208 and may execute the browser application 304 within the 
new VBE 208 (at 416). As described above, the VBE 208 may 
execute the browser application 304 in a “secure-bookmar ” 
mode, which modi?es the navigation tools of the browser 
application 304 and access a separate directory in the shared 
preference directory 118 that stores preferences and other 
metadata associated with the desired “secure bookmark.” 
Once the VBE 208 executes the browser application 304 
within the new VBE 208, the browser application 304 may 
access and display the desired “secure bookmark” (at 418). 

FIG. 5 illustrates in more detail a process for determining 
whether a desired website corresponds to a “secure book 
mark” according to one embodiment of the invention. As 
shown in FIG. 5, instances of the browser application 304 
(e. g., a “master” mode browser application instance 500 and 
a “non-master” mode browser application instance 501) may 
generate URL requests. In some embodiments, however, a 
secure bookmark may only be speci?ed from within a master 
mode browser application instance. For example, in a “pri 
vate” mode, no browsing preferences, such as any previously 
speci?ed “secure bookmarks” may be imported into the 
browser application instance. Similarly, in a “secure-book 
mar ” mode, the navigation tools of the browser application 
may be disabled, which includes the ability to enter a new 
URL in the address line or choose a website from a menu of 
bookmarks or secure bookmarks. Accordingly, as shown in 
FIG. 5, URL requests from browser application instances 
may be categorized as either requests from “master” mode 
browser application instances, which may include requests to 
access a “secure bookmar ,” and requests from “non-master” 
mode browser application instances, which generally cannot 
include requests to access “secure bookmar .” 
As shown in FIG. 5, the browser application instances 500 

and 501 may interact with a web application 502 (e.g., a Squib 
web proxy). In some embodiments, the web application 502 
may be included in the VCCA 205. Transmission control 
protocol (“TCP”) connections not using the proper web appli 
cation 502 port (e.g., port 3128) may be blocked by one or 
more ?rewalls provided by the host or supporting operating 
system, which may be inaccessible and invisible for pro 
cesses executing inside the VBEs 208. In some embodiments, 
if the proxy settings of an instance of the browser application 
304 are modi?ed, either by a user or by another application 
(e.g., malware), the browser application instance may be 
blocked from reaching the network 104. 

The web application 502 may support a feature called 
URL-rewrite. When this feature is enabled, the web applica 
tion 502 may forward each URL request to a URL rewriter 
application 504. The rewriter application 504 may check the 
origin of the URL request. If the request does not originate 
from a “master” mode browser application instance 500 (e.g., 
from a predetermined, ?xed IP address that is generally 
always assigned to a “master” mode browser application 
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instance) but rather comes from a “non-master” browser 
application instance 501, the rewriter application 504 may 
return a rewritten URL (e. g., the originally requested URL) to 
the web application 502, which may obtain the contents of the 
requested URL and forward the contents to the “non-master” 
browser application instance 501. It should be understood 
that in some embodiments, the web application 502 may also 
be con?gured to determine whether a URL request comes 
from a “private” mode browser application instance or a 
“secure-bookmark” mode browser application instance if 
these instances are con?gured to allow a secure bookmark to 
be selected or accessed. 
When the URL request originates from a “master” mode 

browser application instance 500, the rewriter application 
504 may determine if the requested URL corresponds to a 
“secure bookmark.” In particular, as described above, the 
rewriter 504 may determine if the requested URL corre 
sponds with a URL stored in the shared preference directory 
118 that is speci?ed as a “secure bookmark.” If the requested 
URL doesn’t correspond with a previously-speci?ed “secure 
bookmark,” the rewriter application 504 may return a rewrit 
ten URL (e.g., the originally requested URL) to the web 
application 502, which may obtain the contents of the 
requested URL and may forward the contents to the “master” 
mode browser application instance 500. 

If, however, the URL request from the “master” mode 
browser application instance 500 corresponds to a previ 
ously-speci?ed “secure bookmark,” the rewriter application 
504 may return a rewritten URL to the web application 502. 
The rewritten URL may redirect the “master” mode browser 
application instance 500 making the request to a website or 
message indicating that a new “secure-bookmar ” mode 
browser application instance has been launched for a 
requested “secure bookmark.” In some embodiments, the 
rewritten URL may be served by a local web computer or 
server (e. g., a tiny hypertext transfer protocol web server). 
As shown in FIG. 5, if the URL request from the “master” 

mode browser application instance 500 corresponds to a pre 
viously-speci?ed “secure bookmark,” the rewriter applica 
tion 504 may also send the requested “secure bookmar ” 
URL to a backend application or daemon 506. The daemon 
application 506 may be included in the VCCA 205. Upon 
receiving the secure bookmark URL, the daemon application 
506 may invoke an application or script that creates a new 
VBE 208 within the virtual computer 202 and speci?es the 
requested “secure bookmar ” URL as the initial URL to 
access (e.g., as an input parameter). As described above, the 
browser application instance running with the new VBE 208 
may be a “secure-bookmar ” mode browser application 
instance, which may be assigned a different IP address than a 
“master” mode browser application instance. 

To access the “secure bookmark,” the “secure-bookmar ” 
mode browser application instance executed with the new 
VBE 208 may send the requested URL to the web application 
502, which may forward the request to the rewriter applica 
tion 504. However, because the requesting instance is a 
“secure-bookmark” mode browser application instance (i.e., 
a “non-master” browser application instance) rather than a 
“master” mode browser application instance, the rewriter 
application 504 may not determine whether the requested 
URL corresponds to a secure bookmark, but may simply 
return a rewritten URL (e. g., the originally requested URL) to 
the web application 502. The web application 502 may use the 
returned URL to obtain the contents of the requested URL and 
forward the contents to the “secure-bookmark” mode 
browser application instance executing within the new VBE 
208. 












