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Springer’s Encyclopedia of Cryptography, Security, and Privacy represents the latest and most comprehensive 

coverage of the topic. An effective tool for professionals in many fields and researchers of all levels, it will 

include definitive information on cryptography, information security, and privacy from highly regarded 

researchers.  

With hundreds of entries and an accessible, A-Z format, the Encyclopedia of Cryptography, Security, and Privacy will provide easy, intuitive access 

to information on all aspects of cryptography and security. Topics for this comprehensive reference will be elected, written, and peer-reviewed by a 

pool of distinguished researchers in the field. Each subject area will present concepts, designs, and specific implementations. The highly-structured 

essays in this work will include synonyms, a definition and discussion of the topics, bibliographies, and links to related literature.    

Key concepts presented in the Encyclopedia of Cryptography, Security, and Privacy include:  

 Applied mathematics/computational methods of engineering   

 Authentication and identification  

 Block ciphers and stream ciphers  

 Coding and information theory  

 Complexity  

 Computational issues  

 Copy protection  

 Cryptanalysis and security  

 Cryptographic protocols  

 Cryptography and information theory  

 Data encryption  

 Differential privacy  

 Electronic payment and digital certificates  

 Elliptic curve cryptography  

 Factorization algorithms and primality tests  

 Hash functions and MACs  

 Identity-based cryptography  

 Implementation aspects for smart cards and standards  

 Inference control  

 Key management  

 k-anonymity-based approaches to privacy  

 Macrodata protection techniques  

 Microdata protection techniques  

 Multiparty computations like voting schemes  

 

 

 Privacy and anonymity in communication networks  

 Privacy-aware identity management  

 Privacy-aware models and languages  

 Private computation  

 Privacy economics  

 Privacy-enhancing technologies  

 Private information retrieval   

 Privacy in emerging scenarios  

 Privacy in location-based applications  

 Privacy in smart devices  

 Privacy in statistical databases  

 Privacy in surveillance systems  

 Privacy in social networks  

 Privacy laws and directives  

 Privacy metrics  

 Privacy-preserving data mining  

 Public key cryptography  

 Quantum cryptography  

 Query privacy  

 Secret sharing schemes  

 Secure data structures 

 Social perspectives of privacy  

 Usable/user-centric  privacy    

 Web security  
 

This authoritative reference will be published in two formats: print and online. The online edition will feature extensive cross-references to other 

entries within the encyclopedia in order to support efficient, user-friendly searches for immediate access to relevant information. 

For information about the scope of this encyclopedia, how to join the editorial board, or how to become a contributing author, please contact 
publishing editor Susan Lagerstrom-Fife (susan.lagerstrom-fife@springer.com). 


